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* ABAC Attribute—Based Access Control

* ACL Access Control List

<Al Artificial Intelligence

* API Application Programming Interface
* AV Anti-Virus

* BYOD Bring Your Own Device

* CCTV Closed Circuit TeleVision

* CEO Chief Executive Officer

* CESS Customer Edge Security Stack

+ CISO Chief Information Security Officer

« Cl/CD Continuous Integration/Continuous Deployment
* CNAPP  Cloud Native Application Protection Platform

+ CSP Cloud Service Provider

*CTI Cyber Threat Intelligence

* CVE Common Vulnerabilities and Exposures
+DB Data-Base

* DDoS Distributed Denial of Service

*DLP Data Loss Prevention

*DMZ De-Militarized Zone

* DoS Denial of Service

* DRM Digital Rights Management

* EDR Endpoint Detection and Response

* EIG Enhanced Identity Governance

* FCEB Federal Civilian Executive Branch
* FIDO Fast IDentity Online

*FIM File Integrity Monitoring

* HW Hard-Ware

* laaS Infrastructure—as-a—Service

* ICAM Identity, Credential and Access Management
*IDP IDentity Provider

* IDS Intrusion Detection System

*IL Impact Level

* ILM Identity Lifecycle Management

*loT Internet of Thing

* IPS Intrusion Protection System

* ISMS Information Security Management System

*ISMS-P  Personal Information & Information Security Management System
«JIT/JEA  Just-In Time/Just-Enough Access
* MDM Mobile Device Management



* MFA
* ML

* MSA
*NAC
* NPE
+0S
*PA

* PaaS
* PAM
* PDP
*PE

* PEP
*PIP

* PKI
*PW
* RBAC
* RDP
* SaaS
* SASE
* SBOM
+SDLC
* SDN
+ SDP
* SMS
* SOAR
+SOC
*SPA
+ SSE
+SSO
*SW
*TTP
* UEM
* URL
+ VDI
VM
*VPN
* XDR
o ZT

< ZTA
« ZTNA

Multi-Factor Authentication
Machine Learning
Micro—Service Architecture
Network Access Control
Non-Person Entity

Operating System

Policy Administrator

Platform as a Service
Privileged Access Management
Policy Decision Point

Policy Engine

Policy Enforcement Point
Policy Information Point
Public Key Infrastructure
Pass-Word

Role-Based Access Control
Remote Desktop Protocol
Software as a Service

Secure Access Service Edge
Software Bill Of Materials
Software Development Life-Cycle
Software-Defined Networking
Software-Defined Perimeter
Short Message Service

Security Orchestration, Automation and Response

Security Operation Center

Single Packet Authorization
Security Service Edge

Single Sign On

Soft-Ware

Tactics, Techniques & Procedures
Unified Endpoint Management
Uniform Resource Locator

Virtual Desktop Infrastructure
Virtual Machine

Virtual Private Network

eXtended Detection and Response
Zero Trust

Zero Trust Architecture

Zero Trust Network Access
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