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Abstract

1. Title

2023 Survey for Information Security Industry in Korea

2. Purpose of the Study

The purpose of this study is to investigate the market size and the
outlook of domestic Information Security Industry, based on the market
survey on Information Security Industry 2022. Furthermore, the study is
designed to suggest the policy directions that can lead to the growth of
the Information Security Industry in Korea.

3. Contents and Scope

The main contents and scope of this study include general corporate
characteristics, current status and the outlook of sales, exports,
employment, R&D and their requests for the government support.

Vi



4, Results of the Study

o Business Status of the Information Security Industry

The study found out that there are 1,594 domestic information security

businesses, which are comprised of 737 Cyber Security companies and

857 Physical Security ones.

[ Table 1 ] Number of Domestic Information Security Industry Companies  (Unit : EA)

Year Cyber Security Physical Security Total
2017 332 565 897
2018 464 549 1,013
2019 473 621 1,094
2020 531 752 1,283
2021 669 848 1,517
2022 737 857 1,594

o Sales and Outlook of the Information Security Industry

In 2022, the total sales in the Information Security Industry amounted to
16,180,400 million KRW, which was a 16.7 percent increase compared to the
previous year. The sales in the Cyber Security reached 5,617,174 million
KRW, with a 23.5% percent rise from 4,549,734 million KRW in the previous
year. The physical security saw 10,563,226 million KRW in sales, which was
a 13.4 percent growth compared to 9,311,446 million KRW in 2021.

[ Table 2 ] Sales in the Information Security Industry (Unit: million KRW, %)

Cyber Security Physical Security Total
Year Growth Growth Growth
walles Rate el Rate sl Rate
2020 | 3,921,387 - 8,302,865 - 12,224,252 -
2021 | 4,549,734| +16.0 9,311,446| +12.1 13,861,180, +13.4
2022 | 5,617,174 +23.5 10,563,226 +13.4 16,180,400, +16.7

Vii
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o Exports and Outlook of the Information Security Industry

The export of Information Security Industry is projected to rise by 6.2

percent, to 2,206,315 million KRW(2022) from 2,076,780 million
KRW(2021). The Cyber Security export grew by 1.7 percent, to 155,267
million KRW(2022) from 152,604 million KRW(2021), while the export of
physical security increased by 6.6 percent, to 2,051,048 million
KRW(2022) from 1,924,176 million KRW(2021).

[ Table 3 ] Exports in the Information Security Industry — (Unit: million KRW, %)

Cyber Security Physical Security Total
Year Growth Growth Growth
port Rate el Rate It Rate
2020 145,592 - 1,767,931 - 1,913,523 -

2021 152,604 +4.8 1,924,176 +8.8 2,076,780 +8.5
2022 155,267 +1.7 2,051,048 +6.6 2,206,315 +6.2

o Employment Status in the Information Security Industry

The number of the employed in the Information Security Industry was
64,831 as of December 2022. 22,997 people were employed in Cyber
Security businesses, while 41,834 people were employed in physical

security companies.

[ Table 4 ] Employment status in the Information Security Industry
(As of December 2022)
Classification
4 years 7 years 11 years
Cyber Physical Less or more or more or more
Security Security than 4 and less and less and less 15 years Total
years than 7 than 11 than 15 or more
years years years

No. of thi
o oL e 122,997 41,834 | 17,921 | 14,817 | 13,388 | 9,662 | 9,044 | 64,831

Percen@el 355\ 645| 27.6| 229| 20.7| 149| 14.0| 1000

%

viii



The number of new employees in Information Security companies was
6,516 in 2022

[ Table 5 ] Newcomer/experienced employee in the Information
Security Industry (As of December 2022)

Cyber Security Physical Security Total
new  expene subtotal new  expene subtotal new  experie subtotal
comer nced comer nced comer nced

No.of '1'1976| 1,873 3.849| 1,055 1,612 2.667| 3.031 | 3.485| 6,516

Employees

Perc(f,’/?)tage 51.3] 48.7| 100.0| 39.6| 60.4| 100.0| 46.5| 53.5| 100.0

o Demands for Government Support for the
Information Security Industry

Government supports such as ‘Funding and tax benefits’ is required to
revitalize the Information Security Industry. Also, ‘Technical development
support’, ‘Fostering professional workforce’, ‘Creating Market Demand

for the Public Sector’ are critical factors for the industry.

[ Table 6 ] Government Support Demanded for Market Growth

(multiple response) (Unit : %)

Cyber Physical

10e11sqQy

Demands Security  Security
Funding and tax benefits 80.6 76.6
Technical development support 56.8 51.9
Fostering professional workforce 54.8 48.4
Creating Market Demand for the Public Sector 37.8 35.6
Promote consumer investment 19.7 15.2
The activation of the transfer of technology 13.9 9.3
Amendment of legal systems&regulations 22.1 8.5
Expansion of overseas support projects 2.7 4.0
Others - 0.8
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20054 opa | 170|231 189 | 221 359 | 225
20054 0] -
20104 op | 155 | 210 183 | 214 | 338 | 212
2010 ol | 293 | 398 | 337 | 393 | 630 | 335

S 737 | 1000 | 857 | 100.0 | 1594 | 100.0
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5. XAIE22 2 sig

HE8s W 7| AR RS RARE Az xEZ 109 D]gt 7|
1,2117](76.0%), 102} oA} 5021 wjat 7]do] 2517](15.7%), 5021 o4} 1002}
ojek 7140l 567H(3.5%), 1009 ol 71dol 7671(4.8%)1 2102 EARE| Qi
RpE-2o] 5091 U]gil 7]e A WOt 88.0%, B2HOt 94.9%2 A HH SAko]

RHe AR L 4 9

[ & 3-6] JEES 7| Aleg 2 B (@2l : . %)
o My ot 2a)uot 3

= 7194 Hg g4 ¥g g4 Hg
104 ojot 511 69.3 700 81.7 1,211 76.0
1099-50<91 ojgt 138 18.7 113 13.2 251 15.7
5099-1004 ojgt 37 5.0 19 2.2 b6 3.5
1009 o]AF 51 0.9 25 2.9 76 4.8
sH| 737 100.0 857 100.0 1,594 100.0

6. ZA E Y

HEWs 2 7140 ZARF 29 3RS Ay 2001 Ojuk 7]o] 80471
(50.4%), 2091 o]} 10031 olgt 7]jo] 54871(34.4%), 10091 ol 20091 ©]gh
7194o] 10271(6.4%), 20091 ol 710l 14071(8.8%)Q1 Zlo= ANt SAMK}
271 10091 O]9kl 71S AH Kot 79.5%, 22]Hot 89.4%% B\ A AFQ]
84.8%= AMXIgs & & Ut

[ B 3-7] JEES 7Y SAR 28 3 (9] < 7A, %)
<EED, gajuct oz
T

719 Hg s dE VIS HE
2091 O]gk 285 | 387 | 519 [ 60.6 | 804 | 50.4
2091-1001 U9t | 301 | 40.8 | 247 | 2838 548 | 344
10091-20091 O]gt| 62 8.4 40 4.7 102 6.4
20091 o)A} 89 | 121 51 6.0 140 8.8
L] 737 | 1000 | 857 | 100.0 | 1,594 | 100.0
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ZH MmMwNhoNn

T2 rZ lob KL HE oX

R g

H2F of=EdHE

2022 FA| AHESAR UjEOHe & 16,180,400803F Yo 2021 Chy]
16.7% 3713t 102 FAIIQIct AR uc ujEole 20211 4,549,7342RF o]
2022 5617,17490F Yoz 235% Z/jslgion], Bauet mjEde 20214
9,311,4468HF JoflA] 202244 10,563,22695F 0 2 13.4% Z7tstict

[ # 3-8 ] FEEAN] niEasd

Ruwgt Z2uct g
TE e 4gE B9 gE us gus
(k) (%) (ARY) (% ARy (%)

2020\ | 3,921,387 +8.4 | 8,302,865 +9.8 12,224,252 +9.3

20219 | 4,549,734| +16.0 | 9,311,446/ +12.1 [13,861,180] +13.4

20224 | 5,617,174 +23.5 ]10,563,226| +13.4 [16,180,400] +16.7

R AIQ] oS 20151 8,218,745t Lol AWF 10,24 A4F 02

sk Qlek o] ol ABet njEole 20154 2,108,669t ol
15.0%% Aot glomi, Beluet ujEole 20154 6,110,0869%F Yol o
B 8.1%4 APt 9lct.

[ £ 3-9] JHESA] OjE F0] (FH9] @ WOl 9, %)
T Hydot =2 5ot A

2015 2,108,669 6,110,086 8,218,745
2016 2,454,024 6,588,787 9,042,811
2017 2,744,940 6,840,822 9,585,762
2018 3,082,926 7,034,918 10,117,844
2019 3,618,773 7,561,734 11,180,507
2020 3,921,387 8,302,865 12,224,252
2021 4,549,734 9,311,446 13,861,180
2022 5,617,174 10,563,226 16,180,400

CAGR('15-'22)(%) 15.0 8.1 10.2
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HEEO Mg HEYIHF £24(1,508,712405F ¢), ZgHBQ I Afu]AoAe
HOF ZER(572.6449T )2 tlE BlFO] &2 o= LERT.

[ & 3-10 ] FREOMIY 228 vjade
14

(9] : gt

rio

24
HEQTRer £24 1,508,712
olc olE WOl 22 555,613
- SHBHl/HoHR] £24 381,463
ZeReCuor 24 359,164
(&74) e = /go|e Hot &2 612,459
FEolmeluot 224 590,198
27 4,007,608
"ot 714E] 572,644
HOM|AEl Ox|uta]/Hokd A& Au]A 540,244
SRS HOMA| Au]A 401,337
AEA Hohw5 5l &9 AH|A 17,919
HRIRIZ AfulA 53,442
27 1,585,586
7€} 23,980
34 5,617,174
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ZH mwNnoN

I@ r2: fob HL HE oX

R g

=2 Het Ale2 Hokg 7H2H(1,742,8247t
Z5H AB]2(2,015,8914F )] OfF v]Fo]

R I L Eaty [

=0 7oz

E= EE N

ZAREIICH

[ 3-11] =EQMI}] 57 & (T}« ek )
- A

KoL 7|2} 1,742,824

Horg x|APFR] 1,207,656

HoMdd| 25 478,239

22]Hot &34 764,675

=2 HQt A= S| Hot 27| 286,299

(&34 EUSAl 7] 1,087,675

ABAIQIA] HQIAAET 987,022

ZAH/7YA] ZH] 314,080

718} AlE 373,840

27 7,242,309

ZZ ot Au|A 2,015,891

e GAFHOF AH|A 491,526

Al Zatoc Aju|A 31,385

1= =Rl s L] Ea 782,115

2 3,320,918

A 10,563,226
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M3 s=¥E

AEHSAR] 2&00 2021 2,076,7808F YojlA 2022¢0]l= 6.2% 715t
2,206,3159F 1o g UEpITE R B £EM2 2021 152,6049H3F AojlA
20224 155267900t Qo2 1.7% Zrlslgon, Ea]Hol 2&ole 20214
1,924,176989F QAojlA] 2022 2,051,048905F Y102 6.6% Z7}151Ct.

[ & 3-12 ] JEESHUY »5TL (9]« Rk o, %)
au qEHot Eajuot 3H]
= = = =
>89 JSHde 89 SHE 4N SHE

20204 | 145,592 +18.6 | 1,767,931 +6.7 | 1,913,523 +7.5
20219 | 152,604 +4.8 | 1,924,176 +8.8 | 2,076,780 +8.5
2022\ | 155,267 +1.7 | 2,051,048 +6.6 | 2,206,315 +6.2

2022 71E0R FHEN] F& 5 8T 46.5% F=rt oj=ollA skl
Ao, 24.7% =7t 7IEf = oA EAskE Zlo® UERdTh F2|Eet] F¢
2% "]59] 41.0% F=rt l=oflA]|, 27.4% =7t 7]t 7oA e lsk= 7
O =2 LpERIT

[ B 3-13 ] JEESAR =7PE 259 vF g (9] %)
T G Za|uot
U2 10.9 16.3
e 13.2 1.9
of= 46.5 41.0
4 4.7 13.3
7 &} 24.7 27.4
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ZH mwNnoN

I r2 job i HT oX

R g

ABUSAR] HEUL 20154 16236733 LollN At 45%4 JRetn
QIck. o] FolH ARuol 2EMe 20159 78,1333t Yol ATF 10.3%4]
WD 9lon], BBt 25N 20159 1,54554085 ol AT 4.1%H

PRSI et

[ B 3-14 ] FEHSA] &5 30| (9]« ok <4, %)
= g H Ok =2 HQt &

2015 78,133 1,545,540 1,623,673
20161 88,978 1,400,102 1,489,080
2017 94,398 1,475,755 1,570,153
2018 82,363 1,473,769 1,556,132
20199 122,766 1,657,080 1,779,846
2020 145,592 1,767,931 1,913,523
2021 152,604 1,924,176 2,076,780
2022 155,267 2,051,048 2,206,315

CAGR('15-"22)(%) 10.3 4.1 45
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H4d ol 9l x8 g

1. olzd &ist

| Sl |

rt

HEE AT Q= = 2021 63,562 0|4 20220l= 2.0% 5715 64,831
Hoz UeRITH HJEHQL Q1 L= 20219 17,699%0lA 2022 22,997Ho 2
29.9% S7tst¥on, =2|Eot Q= = 2021d 45,863%ollA] 20224 41,834

HoZ 8.8% HAsHATH

[ E 3-15 ] AR SA] Qs (9] - 3, %)
" Ry LA A
LN
dFr  FHE dHE FEE AFHr FHEE

2020 15,832 +18.3 38,874 +18.2 54,706 +18.2
2021 17,699 +11.8 45,863 +18.0 63,562 +16.2
2022\ 22,997 +29.9 41,834 -8.8 64,831 +2.0

Qlefo] 14817902 theo® Woroo], 7d ol 114 0]gk(13,388%), 114
A} 151 0]9K9,662%), 151 ©]44(9,044%) £02 Wt

AEat 49 05k Qo] 17921902 s ok, 49 o)y 74 gt
:]

o]
[E3-16 ] HHE 3 A28 92 9320224 129 71%) @9 9. %)

49 o T4 o 119 og
1= a
L R e

7HEHERE 7,054 6,300 4,805 2,642 2,196 22,997
=] EoF 10,867 8,517 8,583 7,020 6,848 41,834
A 17,921 14,817 13,388 9,662 9,044 | 64,831
Hl-& 27.6 22.9 20.7 14.9 14.0 100.0

159 o] A
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ZH MmMwNhowN

T2 rZ lob KL HE oX

R g

BEEs JY Ad¥ee & 64,83195(2022d 1298 7IR)e=, 79T Fat 50
= HRskl Q= Zloz ZAIESITE A|9Ez AmEH Mg 24 7190l ¥
569, M= 9 7IY0] Bt 45 oR Mg a4 7|Yge] FJEE S Q19| v]Eo]
w2 oz RAERL AREE ARERE 1009 ol 7]d(®E 1,0979F)el,
AEAE=E 2 20000 ol A U8t 1039)o], SAAL ARE=E= 2009
ol 7168+t 579%)0], 71 B2+ t7|F(B 759F)0] B =2 HE

PR T S CEIEN 1

ENRNY)

[ E 3-17 ] AEESA 129 olal 31812022 129 71%) (2] )
FEYOL Q1Y =2 H ot Q1= PEYS QY
= JAIQNE HokIH HAQ1E B HAQIE Bl
ot o o ot o ot
A 71 38 116 60 96 50
ANe 52 34 221 94 115 56
A
Ae Q] 114 47 66 45 79 45
1093 gt 27 18 34 21 31 20
1099-5091 o]qt 81 45 346 85 197 63
A=
5021-10093 u|gt 350 250 208 137 301 210
1009 o)At 1388 349 2186 1564 | 1,879 | 1,097
20004 o]A 174 117 305 97 266 103
20004 o]5.
138 46 109 76 122 62
e -2005 oA
A= | 20059 o]
36 23 104 81 74 55
-20104 o]~
20104 o] 31 23 30 19 30 21
2091 u|gt 11 8 9 6 10 7
- 2091-10091 gt 44 29 39 24 49, 27
° 10091-20091 T]gt 136 74 135 50 136 64
20091 oAt 761 326 1459 739 | 1,189 579
. 71 1095 430 2019 953 | 1,677 759
7
. z79 67 41 72 46 69 44
=g=]
27|19 16 12 13 9 14 10
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2, e g

20229 71& JBES 7|09] Al Mg RS &
A2 3,031%(46.5%). 4= 3, -

485%(53.5%) 02 g

6,51670]0, o] FollAf Al

Ajgo] of B sloz At

L3 e/ m 2
[ B 3-18 ] AEHIANT &2 33420224 7]%) (9] o, %)
= g Y S FY A IY =
Al 1,976 1,055 3,031 46.5
34 1,873 1,612 3,485 53.5
A 3,849 2,667 6,516 100.0
20239 JHES 7]A49] 0l xj& A=l & 3,355%0|0], o] FojlA AlY

1,550%H(46.2%), 74232 1,805%H(53.8%)0 =2 4= A& Ai=”lo] i W2 7oz
ZA}F E9Uct.
[ B 3-19 ] JEESAYT A& AL dg (9] : F, %)
= g A B2 Ag AL 2 Ag AL B &
Al 804 746 1,550 46.2
e 865 940 1,805 53.8
A 1,669 1,686 3,355 100.0
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7188 1.7%, &t &

[ 2Y 3-1 ] RAP]
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st J]e7id Al 7P 2 of2A oz FEEQN 7|2 TV]avfEed
sty gl ox]'7F 71.8%= 7P =A UErgon, tr2oz 'AIFAd
(60.9%)", 7l& AR B& 9 25 239.9%)' 59 olgls= ﬁt 7108
ZATE QT 2] H ot V|dLe ‘KA o] 69.7%2 7P =A UERton, the
oz UlaviEely 8 9 §X|(55.3%), Ve FE EE 49 &5 2
(18.6%) 9] 07 ZAEQct

[ B 3-20 ] 7]& 7Y A] o 2AIsHESS (TFo] : %)

& JEHot =20t

== 60.9 69.7

71a7 ol sty 4l 9| 71.8 55.3

Zle BE BE W S5 o 9.9 18.6

A Au)7|RERR B 2.4 5.6

A71e9] B2 28 37 3.4 5.3

71e} 0.3 0.3

e 7.1 2.7
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ZH mwNnoN

I@ r2: fob HL HE oX

R g

o thelA= gEE
7} 80.6%, 76.6%=

[ B 3-21 ] A1 &OiE AT AR A9 B ARHESSD) (S - %)
Qu Juyot =2 =et
129] 1+243%9 159 1424359
AFaRlE 2 AAEE 35.0 80.6 50.5 76.6
7=/ A1 20.7 56.8 14.9 51.9
A= 44 20.1 54.8 19.1 48.4
TEED0] AR AR 11.2 37.8 7.2 35.6
AB|EX] /EXIEIA S} 3.4 19.7 2.9 15.2
H/AE A7 6.8 22.1 2.7 8.5
71%0]A0] X5} 1.7 13.9 1.1 9.3
SieIA|d At =] 1.0 2.7 0.8 4.0
7|E} - - 0.8 0.8
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H1E oIy o

1. X|H9E g

AuRel YA J|e] ArKE 2
(72.6%)0] 2ol 2xfetn Qe oz

(13.6%), thd & BAb ZF 2070(2.7%), T+ 137](1.8%) =02

[

ARG} 1

ot A} 73774 7]‘” 7hedl 537K 719

O okgo=z 7] 1007

FAFEIICY.

A& 771 AR 5 S ZEERE 7|d9] 87.0%7F AsE0] A= Ao=E
LFERSATY.
[ B 4-1] 8EHEC 7] A9 2 (91 + 7H. %)
T 719 = vl
A& 535 72.6
371 100 13.6
o 20 2.7
A 20 2.7
o=+ 13 1.8
e 8 1.1
5 5 0.7
AR 5 0.7
AA 6 0.8
g5 4 0.5
8= 4 0.5
A 3 0.4
A 7 0.9
24t 3 0.4
A= 3 0.4
A 1 0.1
g 737 100.0
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2. 719 =Y g

HUEOE TR 7|l

33671(45.6%), A7]40] 32571(44.1%)1 Aoz FAFLICT

dFS AR gi7]go] 767H(10.3%), S71U0]

[ B 4-2] JEHEHQ 7| 2 A<t (@9« A, %)
= 71 3714 2719 A
7184 76 336 325 737
)& 10.3 45.6 441 100.0

3. 4% |54 ¥y

Audot Wl Jode] A 99w ¥

ATEH 8 71ho] 66070
A7

(89.6%), IALH 710l 5971(8.0%), 97154 71990] 1570(2.0%), FEOA

71490] 371(0.4%)1 Aoz FAE|QICE.

[ B 4-3 ] 7EEN 7Y P 7728 & (291 + 7K, %)
T U7 EENS w7154 FAIA A
7194 660 59 15 3 737
Hl& 89.6 8.0 2.0 0.4 100.0

4. MUNEY ¥Y

AEEot B 7)o HudEY 3
11971(16.1%),

Ol

o]% 20109 ol 2% 7ol 1557K(21
(39.8%)2 EALEQICY.

sk A
o=

2000 o]% 2005 O]j

Aal
=4d

MHEH 2000 ol H¥Y 7|0l
7140l 1707§(23.1%).
.0%), 2010 o] H3 7[¥o] 29374

20054

[ B 4-4] JEEQN 7| SHAE A (29 7, %)
20004 of3- 20054 of- N
= [e) F
T 2009 °M o o 20109 opg X0E R A
714 119 170 155 293 737
ujg 16.1 23.1 21.0 39.8 100.0
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YEEQE HA 7|9 Al Y dgE AmER 109 njgk 7]do] 5117Y
(69.3%). 109} o]4} 509} b]gk 7]do] 1387H(18.7%), 509} o]4} 1009} ogt
7140l 3771(5.0%), 1009} o 7140l 517H(6.9%)%1 oz ZAME .

[ E 451 ARH0 7| ARD e 3 (=90 0 %)

10Q1 o]AI-_ 5091 o]lg- ~
FE 008 e jooe oy 1009 018

ISES 511 138 37 51 737
I3 69.3 18.7 5.0 6.9 100.0

6. ZAA E g

Ruwol gl 71Qlo] AR i #are Almwnl 2091 0]gh 7]9jo] 2857

L Ie
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[E 461900 719 SAp #98 3 R - -
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FE 2090 e et 2000l ajar 208 0% B gﬁ

L=

[ ES 285 301 62 89 737 4
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[ & 4-7 ] FEEQPV|A0] 327 258 73 7IY & (84089) &9 71 %)
= 149 & Hl&
YELFHEtF &34 311 42.2
MemQIEROL &S24 174 23.6
2 ot ZHEEQ/Hokte] &2 139 18.9
A= SoheeEet £24 88 11.9
) A= /dolE] HoF &2 211 28.6
S-&QlnatHor &2 199 27.0
27 605 82.1
Hor MY 158 21.4
HORAR QR|H2]/HoHd Rl AH|A 160 21.7
Bt o] AjulA 55 | 72

oA

A Hotw g 9 &)1 AH|A 32 4.3
HORRIS AfH|A 31 4.2
27 340 46.1
7 &} 4 0.5
o 737 100.0
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It 2E §E

=TT =
JEHOMIIE 202213 5,617,174880 49| UfE-2 7|55ttt o] & ZgH WOt
AE 2 &34 20229 4,007,6088H0F ¥ AEHOF W AH|AL 2022
1,585,586800F @10 @ EARE]oict

[ B 4-8 ] JEHEQNIA &R &< (Fel: War o, %)
JE U=t Hlg
JHEHO AIE(EFA) 4,007,608 71.4
SERERS) i e B | Ea 1,585,586 28.2
7 &} 23,980 0.4
A 5,617,174 100.0
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s
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8. dli2| TIE Al Ofi2AlY

sle] 315 Al9] of2AIFOR BmsJAe| ofetg o] 58.8%= 714 7 Lepdon,
Cjgo2 ‘FA WAl o BRI AW BE95%). A2RS
slefoll me ARHY ofei21.0%) S0 202 FAEIUCL. (1424329 71F)

3

R5(25.8%), ‘&

[ B 5-31 ] SEMIA ofie] XI&E A] o =ARY (9] - %)
O =AY =4 1+2+339]
T2I7)A9] o 43.1 58.8
AR HAE 2 I JH 85 9.8 29.5
Aaas’d 75 14.6 25.8
ghs siof mg AWM ofst 8.2 21.0
AAEA B9t R 7471 =2F 5.6 18.4
A AR 2 2.7 15.7
A 2= 3.7 13.8
TAEE W Q5 =159 24teh AR} 5.3 13.6
AR B o dsf B 0.3 4.8
7|e} 1.1 1.1
Reees 5.6 5.6
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HESZ EZlE HARICE ZLIHYSIH, o4 Az I od HRAE =X

=
of1l Higot=s 2o SR MY

o) 2| (LYPHOIEO| §) : ZXoIN ALSots YUEAD)S LT U U
28 YIS RTRIEHOE 2D 2 YS H2AYORM 9
; | 3% WHOBTH CiojEIE MY 4

Sot= HAFH QoM ASot=
I SiLtel AREE BhE =+ Us JI=9. EE 20| Y AMHOIAM
=210 OHRIel A Al OHE PCOt Ot F | E{Oll A 2h2|=[0f
HOtg {X|g & US. DaaS(Desktop as a Service)= AH|AY HAIF
—
= =

=
S2ALCES Sty MHIAS NToHE %S Y.

ANSEOIE(Endpoint)2t UIESIT} AT ABF (T77] U T2 T ol
EQIEHONR Of2fgt ASHOIE, X HFE, LES, ANEE, 0T7)7] 5 HEY
S9t GFEIS T CHUCIH0|A)Y HOH £FS FHAPORM olR B0
chgspol Qs MY,

oI ACE WML, HHAIH MZS DIUS OHsof 0|2 AtXfoly| H

Ste HOD|&E 9T, A 0lOX| 5 o BE EIXES EAMstm XY

& 2 QJOfOf B1H, DSt 0] =Lt IpU0| Y=t LS Ux|sHoF Bt
= r

-

Ju



FoE < S uf I AS Ir RT 1l
— 10 T o S ml M 0o MO H O
ol = = ol bud ol = — =
K 2 K o £ MOy oogr ®
K = = < B — 19 < = <1
E_EE.__IM_L _”__H.___. %W_.w_._o._ _.A_._._._
= r &2 _— i L 0 R
oo o o3 uo oo —, O
K g & WO o on F o
n JoI w ) = & oo
< 5 K Ko L w._mm_ﬂE
- < — X =5 o[
I S S A %m_z_o
Me R B s [y W K 5 o
w . X =5 T a b Ko TH -
_HoE ol B m o M do
> A0 ol = o
K{o aF “»n oA < z o Uo7
EEaR S W E . Bosz
ID_I m_|_|_ WEH_M.__“.H_ O.._w_“_ rL_LMH_
GRS A(_%m_amnmne S
8" R Con = X
sl UM B <k
1 3 o| 1o Q2 5 X Q .oy
—< T = o3 o . W ol = = ol
o3 X0 @I 1q oF wr T o_m 4 N =1 -
ol Tl = X v o u
S oLy, £x0
o T B T, BT g
EPESEEY LS L R-p
_Hﬂ._.._oﬁm _LIG\._.momE_m_ wH_._l_.A_I
momu._mw_ %mw_ﬁu_.n._ V6|_E_E
Lz H o Q@M o ZOF T
annl_%ol_ L I L L I
JRESE GlwBES Eg
I G ol = oo 2
ShurEt HI«Ig ST
o _.olJl %05 T 1 E - K
MH o3 X T o2 of & & o o r+ < S KO
™ 53

NoaNmE T RN HiUsl MWEFEKI

APTTHS &3Me PCOjO|H

(=13
-

o|o|
)

—_—
o

=

=

oZBE Al
tH, CHEMCZ ofd 40| aiE &[0 2X|

|

=]

E|

=

.
(<]

Xt
7
°

2t0]
.l

IT

HBE 3 B9
=

M 2ZESH, Of
Y, ZH

E,
2|A, 2HIY &

112



L Py RS E o B4
_ E _ = 4, T T = R .
nx%oawwmﬁ _ﬂoﬁ_m%_xxgomm nl ol
go & o K mmo  Bie g o
oziml_%ol_mm X0 m_wl_oz RI L& 5
- N < ooy MY — o W
ol O T oo =0 g <| 3o _. o m__ ST oo
H_._WAH_.AH_L_odll__)I Mﬂmﬂﬂuﬂjﬂ“d._ot MH_AI
g w~ o o™ ooy
o) lﬂ_/llﬂn_ R ..__n.g_u_ = N.ﬂ.*nO.H._O._HE._ E_._b
._ll_m_.__._u_m._% _uEM._mA._Eu._%H._L_n_l H| oF
e L T Sl g — — Bl O 4=
e TRy QU gIdWs o
Eiuﬁg%w o O W._o._.klo|__.__o ol X
33 ol — N F o s _ ol _If
o od T = o H = =
M =g 3O w s MoK iof Koo
<F OE T FMRop, s PH L
R U] o 4 "Wk < &N
LI - o R I A
Ko 51 gy & P U HAI_O____E_mImoﬁﬂ_z _.I,olﬂ
OF H o < &0 Jo o < Uo Fo < R [
70 3E = <| 20 Jo 7 Eonw)u_.%u_u; 8l
...Admo_ mu._mo”uAl KD OH & = ol = Mo Ul A
o P al— o (O] I
H 31 0% X ol o 3l H_u_._._g_.ﬁo_x_'ﬁ+o_ M
oo g S H N > mn0 = ™ 00 0 Ol
mw|Eﬁo_o|ﬁ._mm Al_l__)Sw_/noL.rﬂ or oo
= — e < © © o 1! © o
o of H _. | o°l N o = 3T Xl
o Hm 0 F = wl ulo E o S ko D | oz
MEHATE ) wo  fRNazH B
_.:._JlllAO._ml ____OJMI_._._o%.Lu”_”_._l_._AI = HE
o_a_m_ueJAAI_dJ <4 ol _ A I A
E.__”_ml._.d_u ] |_._._.|La nl _._-_rl_ o m__mw_nt ml m_.h
.A_._._uAI_..__.._._u_ Kl H 2~ _. M ol
mMﬁ___._%rJ oF 3 ooy B oAy
Ain 1 o4 15l i n T~ i
TGRS FEESRS e Fu
of & ! T . - — " =
T m oF <4 My Jo = ~

=5t
113

F

il
—

: 2UhQl A4l A}
oM xHEO= M|

22

=3
=

Ql
=

HOoF mjX| mf

—

—

=2

of2| It X EXIE HISH 2XE RESHALL ER Al ZHH2E 24

22| 2[5t BiZE|

(@]

M
4) DjX|22AARY(PMS, Patch Management System) :

3) BHE|AAH(TMS: Threat Management System)



TH MmwNhvOowN

I r2 fob HL HL oXt

2P 2

OILIZ MAZ[0] S32|2S Soe= 0| &t £ US.

5) CIXIEREHAMAAR : CX|Z CO|HE +Fotn, 2M5t0] CIXZ HE|LL At
1 el Hels mefstl BHE +Hoks £ £F4Y

6) SOAR : SOA(Security Orchestration and Automation), SIRP(Security
Incident Response Platform), TIP(Threat Intelligence Platform)E Z5A|
Zolohs JHERZ Hob 2o AN 2/f Yo et dEet the &2
IF%QE FAMOI0 0|8 ME[5PY| RISt ZEMAE Ars2totn RIHQ=Z Cf

|
s =2M2 orst

=13
- (=N

\J

olo
rlr
rub
njo

[m]

A ||:|
= T ——

m

7) XDR(eXtended Detection & Response) : TEXQl EDR(Endpoint
Detection and Respose)di| Cisl HERZ, S2RE S LYt 2HAH0AMQ
HOt O|HIES EX[ot CHESt= HOt £F 4R XDR2 CHYeh HOt £S5
2 SYPHC=R H2otn [IMoz HOF OHIEES FEAMSD CHEE =+ W

8) TI(Threat Intelligence) : T3] AO|H 2[R0 CHSt HEE &
ol 34 37|, 9= ¥ 9, I3A =P § B fIY YEE WS
Of O|E &&dl 7|YO[Lt =Z[9| A|AR, MH 2

p

2 AFHO| OiZHD e 4 U= Ee

uju
L)
4o
Iy
>
>
o
>
B
mjn
HT
ot
N
-0
ot
N
O
N
>
=
e}
L]
il
1>
rn
-
1
R
oin
mjo

1) 82lRE ¢3 2 HONCWPP: Cloud Workload Protection Platform)
: E2RE 20| ARBElE 2[AAl EEMAE YIZEEED 5HJ4 o] €2

= —
Z2LE H3oks A Y3I2E HOR A2 HFEE f3=RE 9| FH
OifLt H2SH eoto] 282 AP0 A=K 2 &g + %01 F et

114



SEI9C HAOIN WA 2 Qe HO 9HS ofweln, 22QC olmey
9 AHIAC| HOt MES MARIOR BLIESHD 2ot Hot £R4
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CASB(Cloud Access Security Broker) : 22 —C.’— ArEXPH 2
g Qb MH[A HOF
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K0 w2t XHEhe,

C|X|=x{=}t3L2|(DRM: Digital Rights Management) : C|X|& ZHX
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2)

MEXL QIF : JHRI0| AMA”RCZRRE Feot FHPOF SEX| Eeldts YS
TolH, 58 AMH|A0 e 0| &S TS XHH0| AX| &elot=s AE '
2 ARBAL 1Bel ZR0l= IA XAPIEE 1F, YOI o1F, AX7|Eh 2
5, AHPIEE Q1T 50| US. XAP[EE QS 2 HAE D HZHS, Oty I
OHE, TiEH, J2iE olo] Med, Ogs 2= P4 55 ol USdke YA
aXPlE Q152 ZE0| tiet @S fEdts QA LAol ASY. AXP|EE ¢

AloZ SMS-E-mail-USIM-0TP 52 5%

&2 00B(Out-of-Band) 2=
HFAlO| CHEXQ.

EEAPd&2|(IM: Identity Management/IAM: Identity and Access
Management) : =% W AREAL &, HAFE, OiS2Z0lH st 22
M=ol ciet CIX[E IDE &25te AREAR AIE 22| £84Y. ID =&O0|Lt
THE QIS HOF Atof| CHH|SIH HEOb ZE|X[0iHl= AFEAL o mE A
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Et3 22| (EAM: Extranet Access Management) : 7| Li5o| GO
B2l 2 Jlg, 20210l FIZE =+ UEE JHEE AAHCE 2 AEXE

St Hots ROEo=MN QFHSHA| J|Y Xio u—E%* > AEE i1
o) HZEH= A|A
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U1 2t pojl w2t

5) 3IH317|4=(PKI: Public Key Infrastructure) : AX|Q| Al#EXIt 2K

7|18 Eot=s FEZM 37| FEe= of Ao e CoEfeb Of HHE

St BoWFI2 MBHEID], BV, X, BoW3| EE BAT AD2(S0|
CHE HEOl HEY 4 US. o3| 4 J|gleo] WHIRM, HotkH|A
ol #AHOZ TR HILY, 2HY, U5, ROIYK I L HIHO| |
52 XBote Application 52| BlOJE] BOt Jl=g L

6) AMI F(FIDO, DID, IoT) : 2|Z2| 15 WajolM HojLt Chyst 4o
2 A9 QB T 4 UEE siFe HY
- FIDO(Fast IDentity Online) : 222! 2tH0|A IDLI HIZHD 10| JHQIQ
HIO|Q HEE S MHQIY =S BEs0f HCt H2lskn OFHsi| el
IBE St Y.
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loT(AF2 M, Identity of Things) : QIE{L! 0|82 QI8 AtzHE0| AHHE
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S HOIUX|A|AE(SIEM: Security Information and Event
Management) :29t 271 3! O[HIE CHO|EHE £&, 24 E1sl XZ|9
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A= %E_JEOL ZEH A 286,299 27.7 1.2 71.1
) ZEQAEA] KH| 1,087,675 39.8 0.4 59.8
ABAIQIA HQIA|AE 987,022 42.5 1.5 56.0
738 /7¥A] AH) 314,080 32.1 0.2 67.7
71e} A= 373.840 27.8 0.4 71.9
EY; | 7,242,309 38.6 1.3 60.1
ZZHot Au|A 2,015,891 38.8 0.2 61.0
=2]HEQt GAFEQF AH|A 491,526 45.7 2.6 51.7
el Zatoc AMu|A 31,385 50.0 0.0 50.0
SIEIES 7|E} HQF AJH|A 782,115 32.9 0.4 66.7
EY; | 3,320,918 36.5 0.9 62.6
S| 10,563,226 38.1 1.2 60.7
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Ju

BHE 4 E:
5. 228 > ECE B

72 F5E0001) 20229 P2 23 HIF%)
Qs FEE 20224 o= de = 4 71t
Hore. 7jujet 672.303 59.6 7.0 1.2 12.7 19.5
wore AAAIA| 658.518 31.1 26.9 1.0 13.7 273
HosY] BLE 150,609 13.7 0.1 14.1 0.4 716
Dalyol 224 4.469 75.7 0.0 0.0 0.0 24.3
%?ﬂioi I 102,500 57.4 12.6 14 19.5 9.2
(%;4) 20127 Ay] 175.906 4.0 5.3 5.4 16.1 69.2
ABA|O1A] HOLA| AE 101,471 2.7 29.5 8.1 21.7 38.0
24 /71A] &) 7.654 20.4 6.3 3.1 68.6 16
71E} A= 173,168 37.1 2.5 5.2 2.1 53.1
2 2,046,595 41.1 16.3 1.9 133 27.4

FER0F AL - - - - -
Saluol IAIHOF AJH|A 943 50.0 0.0 0.0 0.0 50.0
e =2 Al - - - - - -
AHlA 7)EF WoF Afu|A 3510 0.0 41.7 0.0 0.0 58.3
2 4,453 6.4 36.3 0.0 0.0 573
3t 2,051,048 41.0 16.3 1.9 13.3 27.4
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ZPEn: mrxprtiio ZEH rhRwNvON

20224 193 A& 20224 1937 EARIE(R2) 20239 A8 AY A
Al 984 746
ZE 1,684 940
g 2,668 1,686
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