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Abstract

1. Title
2021 Survey of Information Security Industry in Korea
2. Purpose of the Study

The purpose of this study is to investigate the market size and the outlook
of domestic Information Security Industry, based on the market survey on
Information Security Industry 2020. Furthermore, the study is designed to
suggest the policy directions that can lead to the growth of the Information
Security Industry in Korea.

3. Contents and Scope

The main contents and scope of this study include general corporate
characteristics, current status and the outlook of sales, exports, employment,
R&D and their requests for the government support.

4. Results of the Study

o Business Status of the Information Security Industry

The study found out that there are 1,283 domestic information security
businesses, which are comprised of 531 Cyber Security companies and 752
Physical Security ones.

[Table] Number of Domestic Information Security Industry Companies  (Unit : EA)
Year Cyber Security Physical security Total
2020 531 752 1,283
2019 473 621 1,094
2018 464 549 1,013
2017 332 565 897




o Sales and Outlook of the Information Security Industry

In 2020, the total sales in the Information Security Industry amounted to
12,224,252 million KRW, which was a 9.3 percent increase compared to the
previous year. The sales in the Cyber Security reached 3,921,387 million
KRW, with a 8.4 percent rise from 3,618,773 million KRW in the previous
year. The physical security saw 8,302,865 million KRW in sales, which was
a 9.8 percent growth compared to 7,561,734 million KRW in 2019.

[Table] Sales in the Information Security Industry

Cyber Security Physical Security Total
2018 2019 2020 2018 2019 2020 2018 2019 2020

Sales

(million | 3,082,926 | 3,618,773 | 3,921,387 | 7,034,918 | 7,561,734 | 8,302,865 | 10,117,844 | 11,180,507 | 12,224,252
KRW)

Growth | 47 495 8.4% 7.5% 9.8% 10.5% 9.3%
rate (%)

o Exports and Outlook of the Information Security Industry

The export of Information Security Industry is projected to rise by 7.5
percent, to 1,913,523 million KRW(2020) from 1,779,846 million KRW(2019).
The Cyber Security export grew by 18.6 percent, to 145,592 million
KRW(2020) from 122,766 million KRW(2019), while the export of physical
security increased by 6.7 percent, to 1,767,931 million KRW(2020) from
1,657,080 million KRW(2019).

[Table] Exports in the Information Security Industry

Cyber Security Physical Security Total
2018 2019 2020 2018 2019 2020 2018 2019 2020

Export
(Million 82,363 | 122,766 | 145,592 |1,473,769 |1,657,080 | 1,767,931 1,556,132 [1,779,846 |1,913,523
KRW)
Growth

491 18.6 12.4 6.7 14.4 7.5
rate(%)
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o Employment Status in the Information Security Industry

The number of the employed in the Information Security Industry was
54,706 as of December 2020. 15,832 people were employed in Cyber
Security businesses, while 38,874 people were employed in physical security

companies.

[Table] Employment status in the Information Security Industry (As of December 2020)
Classification

4 years or|7 years or|11 years or

Less than | more and | more and | more and

4 years |less than 7| less than | less than

Cyber | Physical

Security | Security 15 years | Total

years 11 years | 15 years or more
No. of the
15832 | 38874 | 16578 | 15488 | 11,171 6,695 4774 | 54,706
Employed
Percf/n)tage( 289 711 303 283 20.4 122 8.7 100.0
0

The number of new employees in Information Security companies was 4,618
in 2020

[Table] Current and expected employment in the Information Security Industry
2020
Cyber Security Physical security Total
Number of 1,772 2,846 4,618
the employed
Percentage(%) 384 61.6 100.0

0 Demands for Government Support for the Information Security Industry

Government supports such as increased funding and tax benefits is required
to revitalize the cyber security industry. Also, creating bigger demands for the
public sector is a critical factor for the industry. In the field of physical
security, technology development support, funding and tax benefits are more

urgently needed.

- vii -



[Table] Government Support Demanded for Market Growth (multiple response)

(Unit : %)
Demands Cyber Security Physical Security

Fostering professional workforce 21.0 9.9
Technical development support 25.8 33.1
The activation of the transfer of technology 21.4 19.9
Amendment of legal systems & regulations 5.2 4.3
Creating Market Demand for the Public Sector 8.5 6.7
Promote consumer investment 3.6 4.6
Funding and tax benefits 13.7 20.2
Expansion of overseas support projects 0.8 0.8
Others 0.0 0.5

- viii -
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HoY 7lgo] £35 0] 85 Utk
3. SEHES MUY R
HRREAP) 5978 AFT Mz F§E 9 §3Et vl was
APH I Qo] FREFUYPS 27T wf, e st=do], LZES,
Au| 9] 3oke] FEo] Haf BEs)A|al vk
R 1% @}74], A

B 2ARE AR R Sol7brle] @4 %
ARILE HE AYES) U A=

A 5
o2 ARRBHNY EFE TG
oA AFd W8 ol ARRETAYL HRREAN EERoR 7

TR & lon, Az FA ERe [E 21] B [® 2219 20
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127

1%
rot
olot

A
2
&

rok

k-1

o

AHEHES #Ad 7|AdA 2AXE 24T AH 1,2837) 714 T 59770
(46.5%)7F Aol AAF ASoZ Yetwth ARREL 7192 3567H(67.0%),
EHEL 719 24170(32.0%)7F A&l AAF AR YERY HHEL
Z1gel Aedd B Bol] &A1 Aow 2AHUH.

[E 3-1] HEHES 7| x|gd §g (2 7, %)
M HOt Eo| 2ot eHA|
T=
7|4 H| & (%) 7| H| 2 (%) 7|4 H| 2 (%)
M2 356 67.0% 241 32.0% 597 46.5%
M2 9 175 33.0% 511 68.0% 686 53.5%
st 531 100.0% 752 100.0% 1,283 100.0%

ARELF HH FA S &2AA Mgk Ay 53171 71 7HeH 35670

7194(67.0%)°] A& &AL A= ASE ZAHAT. 1 G502 A7)
7270(13.6%), WA 2170(4.0%), F4F 14702.6%), 73, F5 1071(1.5%)
TO 2 ZAEAT. AE, A7), A 5 FEH FREL 71HF 81.0%
7t HEH e AeE YEyTh

i f”lf“
i

= HEe #d 714 &AAS A 7527 71 JhE 24170 71
(32.0%)°] Aol aAsE Je Aoz =AU A7 27771(36.8%),
o 4870 (6.4%), A 39/M(5.2%) =2 FAEATH AL, AF7], JdH 5
F=do B Rt 7|de 741%7F FFE A= Aoz YEyT
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[E 3-2] HERS 7|¢o| X|YE 2% (EH2] - 7H, %)
x| FRE = L Al
719+ HIE (%) 719+ H|E (%) 719+ HIE (%)
ME 356 67.0% 241 32.0% 597 46.5%
47| 72 13.6% 277 36.8% 349 27.2%
Chd 21 4.0% 48 6.4% 69 5.4%
oI 2 0.4% 39 5.2% 41 3.2%
CH 8 1.5% 30 4.0% 38 3.0%
24 14 2.6% 18 2.4% 32 2.5%
4ad 10 1.9% 18 2.4% 28 2.2%
a5 2 0.4% 21 2.8% 23 1.8%
e 10 1.9% 11 1.5% 21 1.6%
SEHAN 6 1.1% 11 1.5% 17 1.3%
a3 4 0.8% 11 1.5% 15 1.2%
55 10 1.9% 5 0.7% 15 1.2%
= 8 1.5% 5 0.7% 13 1.0%
z 4 0.8% 7 0.9% 11 0.9%
24t 4 0.8% 5 0.7% 9 0.7%
NIES - 0.0% 5 0.7% 5 0.4%
A 531 100.0% 752 100.0% 1,283 100.0%
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2. 4% R7E ¥
ARHS IH 71% o] ) 78 d&S ZABIEE H3A 7ol
1,19671(93.2%), = 7140l 7770(6.0%), F7+5BAE 71l 47H(0.3%),
2 7]4de] 6 (05%)°J Ao 2 ZAEIY. AR HEY] -5 89.6%, =
g Bkl A9 9B.7%E M TL7IYGe] FE ol FA Ae ALE XA
= 3.
[E 3-3] HEES 7| &% f57E g (S22 70, %)
2 HRE 2|20t A
. 7194 | HIE%) | 7Y | HIB®%) | 7I¥E | HIE®%)
H & 476 89.6% 720 95.7% 1,196 93.2%
[ACLE 45 8.5% 32 4.3% 77 6.0%
wtsd 4 0.8% - - 4 0.3%
[dA 6 1.1% - - 6 0.5%
A 531 100.0% 752 100.0% 1,283 100.0%
1) “PASIAN BN, listed company) ¥t SAAT} Hehe AL 715S FFA7 T BFA0] A

A e E = FAE o rskH, f7tSAAA

xl— =

S22 F
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3. dRIGEYH g
ARES Fd 7GAY AYAdEE 43S AHREY 2000 ol AY
714 o] 25471(19.8%), 20001 o] 3 20051 o] A¥ 7]do] 42571(33.1%),

2005 o] % 2010 ol A¥Y ZIgol 1917H(14.9%), 2010 ©lF A Y

71gel 41370(32.2%))) A2 =AFE A, 2010 o] FHE A AH€ A

BRSO 7L 322%, SRS 719L 322% = VERGTH

is

rL rﬁL'

_{
it
2 I

[ 3-4] BREES 7| HEADE g (Tl 2 7, %)
o HERE =o| 2ot A
TE FEEEEEEEEENEENEED
20004 O|H 92 17.3% 162 21.5% 254 19.8%
20004 0] 178 33.5% 247 32.8% 425 33.1%
2005'd O|
2005 Ol 90 16.9% 101 13.4% 191 14.9%
20104 O|H
2010 o|= 171 32.2% 242 322% 413 32.2%
Al 531 100.0% 752 100.0% 1,283 100.0%

4 XHEZ FRE HY

:IJ

n
ret

ARRT HH 71gAY] ARG FRE 2ARE A 2R 109 BT 71Y0)
97170(75.7%), 102} o] 509 wwk 7] o] 22570(17.5%), 509 ©] 100
mak 71d0] 4370(3.4%), 1009 o] 71g0] 40 (34%)2 AR ZAEYTH

AEFo] 509 "Rl 719> HEEL 93.0%, ET|HF B22%E UlFE-S
AAGE & F ek

[E 3-5] HEES 7|Y X238 f2E € (2l 7K, %)
am HEHEO =2 2ot A

= 719 | HE%) | ZIgs | HE®%) | 1Y% | HE%)

109 OJ2k 390 73.4% 581 77.3% 971 75.7%

1094-509 O] ot 104 19.6% 121 16.1% 225 17.5%

509-1009 0|2t 18 3.4% 25 3.3% 43 34%

1009 Of&f 19 3.6% 25 3.3% 44 3.4%

A 531 100.0% 752 100.0% 1,283 100.0%
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5. ZAMX o sz

AERS B 719AY] U R 43S AmEE 2091 vRE 7])¢]o]
65570(51.1%), 2081 o] 10021 w5+ 7] o] 49170(38.3%), 10081 ©]4F 2002]
n|Rk 714e] 7070(5.5%), 200%1 °l%% 7ol 6770(5.2%)%] Ao2 FAHIUT
Het 85.7%, EE]Het 91.9% % AA

o
=}
rO
N
r?
oxl

TdY 71 1009] #

1} &
9] 894%E A3t ASS & 5 Utk

[E 3-6] HEES 7|¢ FZAXI g HE (£l - 7H, %)
am PHEEQ S| 2ot A
719 | HE®%) | 718 | HE®%) | 718 | HE®%)
209! Oj2t 218 41.1% 437 58.1% 655 51.1%
20021-100¢! O|gt 237 44.6% 254 33.8% 491 38.3%
10091-200Q! Ot 43 8.1% 27 3.6% 70 5.5%
2009 o|& 33 6.2% 34 4.5% 67 5.2%
A 531 100.0% 752 100.0% 1,283 100.0%
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20203

AR ARB 5 vlEee
24 Qo= At Funek v

Z 122242529011 0 = 2019 thH] 9.3%
2019 3,618,773 W8 Q-] of A]

= [e]
ZH e

20201 3,921,387k 0 Z 84% Z=7}5g o, EglHol wEHe 20199
7,561,734 Tk o A} 2020 8,302,865 WFY © = 98% =715l T

[E 3-7] HEEHSMA Oj= sig
e Hok EEI) A
e
2018 2019'4 2020 20184 20194 20204 2018 20194 20204
ﬂ%_ﬁi 3,082,926 | 3,618,773 | 3,921,387 | 7,034,918 | 7,561,734 | 8,302,865 | 10,117,844 | 11,180,507 | 12,224,252
NEE
%) 17.4% 8.4% 7.5% 9.8% 10.5% 9.3%
ARBIAY mj2Re 2014 72553179 0FA oA A HF 91% R A E&A
o7 MRSt Ut} o] FoA HRHF wjEN-& 2014 1,735,865 THY
oA AFHF 145%% AAsta gon, =R mEHe 20144
5,519,452 vk of| A AFF 58% A Al Ut
[E 3-8) MEHSMN D& F0| (EHQ: eHORel %)
e AEEot =2l=¢ A
20144 1,735,865 5,519,452 7,255,317
20154 2,108,659 6,110,086 8,218,745
20164 2,454,024 6,588,787 9,042,811
20174 2,744,940 6,840,822 9,585,762
2018 3,082,926 7,034,918 10,117,844
20194 3,618,773 7,561,734 11,180,507
20204 3,921,387 8,302,865 12,224,252
CAGR('14-'20)(%) 14.5% 7.0% 9.1%
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7t HEEQIMY IjF

g

ret

AHEHJE UES I HE Al2H

70H(841,298 M RHY), A~ HQE &
FA 7NEH(559,2209 RE) Zoke] wiE HlFo] Eow, HEEQ #HH A
Hl 2o A= Bt e AH) 484,159 vkd) o] & v Fo] EA YEl:
}.
[E 3-9] YHHCHIY SER g e (EF9] - worel)
Tz 20204
HEQIROL A2 Tl 841,298
AMAEEOH S84 T4 559,220
BEEL | muozux Alad sy 453,163
INES- T
9 za Az/RlT AlLd Tfe 199,591
HOMEa| A|AE JHY 341,804
24 2,395,076
HotAME  MH|A 484,159
HOMA[AH QX|EE|/EoHY
X% AfH|A 426,614
X g wot e BOHRR| AfH|A 381,753
MH| A Hotug 8 28 MH|A 18,314
ZOU/AE BN 69,702
SERE MHA 145,769
24 1,526,311
A 3,921,387
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L}, S2|2QtMY D= e
EPH AFL Hekg JhEl A (1,411,9960 7)), Hkg AR A
2(1,03428095Hel) F59] wlE HlFo] 2 FOoE ZAEUY = RG
FE Ao E EF5EQEAH (1,920,005 7FY) ] W& v Fo] =
Al Ve
[E 3-10] S2|EQHie] Z2F = g CHQ| : HORYl %)
= 20204
HOLZ 7| 2hR| = 1,411,996
2ot HMATK HE 1,034,280
HOotYH| & 538,143
=22 EFM 475,874
=220 S2[Hoh FHTH| 191,694
A= i =QEX HH| HE 570,785
% 32
HA Q1A HOFAIAR K& 326,086
EEVINEIRTES 230,371
7|E} M= 398,847
| 5,178,076
ESHOMHIA 1,920,005
=22 SRS | ES 542,866
H 7|EFEQEA H| A 611,860
MHE[A E2tREMHIA 50,058
| 3,124,789
A 8,302,865
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H3E s &

o
ARRSAY FEHe 2019 1,779,846 wkd ol A 202030l 7.5% =
7Fek 1,913,523Wuklo|th, ABE KO £EFMe 2019\ 122,766 Tk of A
2020 145592¥i0kd 0 & 186% Z7/}sl o, EHet F=Ae 20193
1,657,080 WA ol A1 2020 1,761,931 9N 0 2 6.7% Z7}8lA T

o

r*o

[E 3-11] HEHSMY &5 3

Pueot ==t Al
e
2018 | 2019'd | 2020 | 2018 | 2019 | 2020 | 2018'd | 20194 | 2020'd
A X0l
(;';DE}:J) 82,363 | 122,766 | 145,592 (1,473,769 [1,657,080 | 1,767,931 1,556,132 [1,779,846 (1,913,523
=
SUE%) 491 18.6 124 6.7 14.4 7.5

2020 7|EFo 2 AHEHEOIS A9 LW FENFO 592% ATV} Yo
A LAEaL 9lom, EgjHete] AS Y F£EMFY 395% A=V 7Y
oA, 222%= ul=roll A AAS= Ao ZE YERGTH

[E 3-12] E& g 371 =7 dg (T2l %)
. HEH et
2020 2020
gz 59.2 17.5
5= 16.7 12.3
oj= 46 222
a4 0.5 395
7| Et 19.0 8.5
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1,527,450 98 212 of] 4]
20143 72,989

AW

O L

s

122%% AAsta gom, ESEQE F2H2 20143 1,454,461 RHL o] A

it 33%% AdAskal Aok

[E 3-13] HERS MY £ 30| (CHQl: wHokel %
g HEHOob Eo|Eot A
20144 72,989 1,454,461 1,527,450
20154 78,133 1,545,540 1,623,673
20164 88,978 1,400,102 1,489,080
20174 94,398 1,475,755 1,570,153
20184 82,363 1,473,769 1,556,132
20194 122,766 1,657,080 1,779,846
20204 145,592 1,767,931 1,913,523

CAGR('14-'20)(%) 12.2 3.3 3.8
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H 42 A" A XE A
1. 1 Hg

ARBITAY QY ?—t« F 54,706 (2020 129 71F)C.=, o] T FRHE
Q=2 289%2 158329, ETHF g€ 71.1%°J 38,8741 Aoz
ZALE LT Z—l%%’i% 153 ol & 71EA7t 8.7%<1 47759, 11d oA+
15 w9 7127 12.2%2) 6,6959, 7d o4 113 mwk 71&A7 204%
ol 11,1714, 43 o] 7d ulwk 7]&x7}F 283%¢] 154889, 43 uw|wk 7)<
A7} 30.3%¢1 16,5788 0.2 ZAE AT}

[E 3-14] BEES MY Q1Y g 0204 128 7|%)
A
TE | BREE EARE] o |4 OB TH OB [ O, e
7'4 O]9 114 O[3k 153 O]g
ol () | 15832 | 38874 | 16578 | 15488 | 11171 | 6695 | 4774 | 54,706
HZE%) | 289 711 30.3 283 204 122 8.7 1000

ARR TG OIE—%% % 54,7067(2020 129 7|¥) 0.2, 7|93 B 43
ZAE AT AR %ﬁ%ilﬂ Mg 24719

oz 7}72} Be EC’“’JE—%E _H_%a
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[ 3-15] HEHES MY F2E oY dg (202014 12& 71F)
22 "o afamm | TS |
A g A gz

A 1,283 | 54,706 43 107,086 83 51.1%

o ME 597 | 39,756 67 79,852 134 49.8%
A ME 2 686 | 14,950 22 27,234 40 54.9%
| & 1,196 | 42,886 36 77,129 64 55.6%

At AALE 77 10,907 142 14,153 184 77.1%
" 758 4 551 138 15,429 | 3,857 3.6%
AdA 6 362 60 375 63 96.5%

20004 oM™ 254 | 23,608 93 51,089 201 46.2%

Mz 20054 oM 425 | 15,260 36 27,019 64 56.5%
a= 20104 oM™ 191 6,639 35 10,078 53 65.9%
20104 O|= 413 9,199 22 18,900 46 48.7%

209! Ojot 480 2,936 6 5,129 11 57.2%

- 2091-1009! OJ2F | 287 9,934 35 17,162 60 57.9%
A 10091-2009! OJ2t | 245 4815 20 7,829 32 61.5%
20091 0|4 271 37,021 137 76,966 284 48.1%

109 Ojgt 600 9,861 16 19,088 32 51.7%

1094-509 OJ2t | 511 17,661 35 29,132 57 60.6%

s

509-1009 O/2t | 129 7,527 58 11,304 88 66.6%

1009 0|4 43 19,657 | 457 47,562 | 1,06 | 413%
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2.

Cl!

m
ret
olet

ARRETAY QLS F 5470602 o] FolA 4d wmwto] 16,5789
(30.3%), 41 °]’¢ 7:d w|Tk 15,4887 (28.3%), 7 ©]4F 11d w|vk 11,1719
(204%), 11'd )% 151 =%k 6,695 (12.2%), 15 OW 4,77473 (8.7%) Q!
Aog ZAHFAY. AEHS Z EHE 7Y 25T 49 mRbelA 154

= Z

S w0 2as QA i AGAL BAE Helt ASE btk

[E 3-16] WEES MY =FH Q¥ g (20201 12€ 7|=)
g ER L :E g:;i 17;'31 lei :;: z:;i: 159 o|& | SEAH|(H)
o 4,731 4,736 3,305 1,915 1,145 15,832
=E|2et 11,847 10,752 7,866 4,780 3,629 38,874
Al 16,578 15,488 11,171 6,695 4,774 54,706
H| S (%) 30.3% 28.3% 20.4% 12.2% 8.7% 100%

AHB I vjE Frd e e AhuT 1009 o4t 71gAI AA|
54,706 % 30,1482 1%6}1 om, 109 vvk 7]AFA7}F 6,706, 104

ol 509 wYF 7)1GA7) 14,5759, 502 o)A 1009 w % 714 A7} 3,277
9 Jd¥S BGsta Y= ﬁgi ZAE A
[E 3-17] MEESMN s 3adH ol sigt (20204 128 7|F)
4 o|Ak | 7 O[AF | 1114 o4t S
2<0H [E] I [E] Al
WEA = AR o | e e | s o | E Y] g
109 0|2t 2,034 2,071 1,521 658 422 6,706
109-509 0|t 3,691 3,952 3,689 2,114 1,129 14,575
502-100< 0|2t 854 875 725 484 339 3,277
1002 O A 9,999 8,590 5,236 3,439 2,884 30,148
eHA| 16,578 15,488 11,171 6,695 4,774 54,706
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PRBENY B FRE QY A
37,0218 < H A3k

el o] 100
St e Aoz

| gk 7

T
=

714
ARE S

A=t

2 AyE™E 20 ol 71gA7}
Qlom, 10091 o] 200¢1 wwt 7]FA| 7} 4,8159, 20
A7t 99349, 2021 B9 7147} 2,936 B

[ 3-18] BREZ

4 BAK ARE o s (2020 12€ 7|%)

EAR AR | a4 o ‘7‘: z:*:: 171%: "Jf'; :;t:: z:*‘j 15 of4 %’(3)74'
209! OJ2t 927 1,041 660 215 93 2,936
2091-1009! 0ot 2,752 2,848 2,223 1,340 771 9,934
10091-2009! OJFF | 1,280 1,280 1,136 710 409 4,815
20091 Of 4t 11,619 10,319 7,152 4,430 3,501 37,021
A 16,578 | 15488 | 11,171 6,695 4,774 54,706
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-1

3. X &

ret

o
2020 ARRT ZIAA S A A& FFS F 46188 olH, o] FolA]
2148 2,601 (54.1%), AH-2 2,017(45.9%)Z A dAgo] o B Ho=
ZAE AT
[E 3-19) HEHSAY X8 g
LR, 22|20 A
e
A AR | A | MY | AE | A4 | MY | F™Y | g
QlA==(FH) | 1,061 711 1,772 | 1,540 | 1,306 | 2,846 | 2,601 | 2017 | 4618
H| S (%) 599 401 100 54.1 459 100 56.3 43.7 100

ey FRE 20209 A8 RS AHEY F 46189 T 109 Wt
71del e AgA= 180 (4.0%), 109 ©]4F 509 wink 7]Hde A&A=
5797 (12.5%), 509 ©]4 1009 ®¥F 7149 &A= 3399(7.3%), 1009
ol 7199 AMEAE 6,520 (76.2%) 0.2 ZAE A

[H 3-20] BEESHY HEY 72E & g
HREQ R A
TE
HEX(F) | HIS (%) | XMEXt=(H) | HIS (%) | XHEXt() | HIF (%)
109 Ot 120 6.8 60 2.1 180 40
1094-50% 0|t 183 10.3 396 13.9 579 12.5
5091009} 0|2t 97 5.5 242 8.5 339 7.3
1009 Of&f 1,372 774 2,148 75.5 3,520 76.2
A 1,772 100 2,846 100 4,618 100
H| (%) 384 - 61.6 - 100 -
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TAA PEE 2020 A8 A AHEE F 46188 F 2090 mRE
1949 &A= 2187 (4.8%), 2090 ©14 10091 vwIRE 714l AHgA= 711
8 (15.4%), 100%1 ©]7 20091 wRF 7]4e] &A= 24778 (5.3%), 200! ©]
& 7149 ANEAE 3,442 (745%) 0.2 FALE T

N

[E 3-21] BEESHEY SAX 728 N8 g
HEE 22|20t Al
=
MEXt=(F)| HIZ (%) |[XMEX+(B)| HIS (%) | MEXt+(F)| HIZ (%)
209! oot 91 5.1 127 45 218 48
209410001 Ok 335 19.0 376 13.2 711 154
1002+2002! ORH 201 11.3 46 1.6 247 53
20091 o] 4 1,145 64.6 2,297 80.7 3,442 745
A 1,772 100 2,846 100 4,618 100
H|S (%) 384 - 61.6 - 100 -

Hs5AIsME S

ARET 7|PEY AA7IEATAE D AT AFRA &4 A
Awrd 7]do 414%E AFNLEAGTRAES I n
o] 314%E ZAEATE ZIGFAATFAEY AFNE HEREA]

SR G 7IdLe 275% 2 ZAFE AT

e
r Xt
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F 2 NEACEE HEERN SEHS VY B
Fo71ed 98 3 9 SA(HE 524%, 28] 542%)2 FAE N oH,
Ogog a2 (BE 162%, 8 300%)= FAFHJTh tho 2 FR
=k AFAN Z1AA BE, B EQ VYL AVles #e T

71
Boll oEeE A ALE AT

rot
A
N
T m{y
=
i
>,
A
N
o

[E 3-22] 7|27 EA| OHZEALSGHEESE) (SH2l - %)
TE HEE o A
7171 ely = 3l |1 52.4 54.2
Araxd 16.2 30.0
Moo B2 =EFT| 6.0 7.1
e B 2% 8 25 2 10.5 5.2
A HH|[7|X Y 2= 15.0 35
A 100.0 100.0

=3 JRRE A BASE AT PR Ao gHHE e
AR P, Tlolde] BHN, 59

[E 3-23] A|E SHE 2lct E8 X Q2 AFETSE) (B9l : %)
X3 a7 At FE ROt =22t
HEeE 2dd 21.0 99
7= X 25.8 33.1

7|1=0|To| 23t 21.4 19.9
H/MZ M WS 5.2 43
3SEE A8 BE 8.5 6.7
2 H[EZ/EX2d 3t 3.6 46

N =S EE I (DS 13.7 20.2
SHRIXIR ALY =fCH 0.8 0.8
7|Et 0.0 0.5

Al 100.0 100.0
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2021 T FREITAY A xA

A4 AREINY BY |






s
o

12 2IY

rot

1. x| 33

i [=]

%M_o #d 79A Y 2AAE BAF
A(67.0%)°] Aol AL A= AL

A3 53170 71 7FeHl 35671
3 AT 1 ggo g A7
727H(13 6%), A 2171(4.0%), F4F 14702 6%) %OE ZAHE RS Mg, 7

7], 1A & FEH HEE 7P e] 81. 9J= 7 o= e}
ot
[E 4-1] BEEO 7|Yo| x| 2%

X9 7| 4==7H) H| 2 (%)
M= 356 67.0%
87l 72 13.6%
! 21 4.0%
T 14 2.6%
) 10 1.9%
Be 10 1.9%
5 10 1.9%
- 8 1.5%
as 8 1.5%

SHHMB) 6 11%
Gl 4 0.8%
& 4 0.8%
=t 4 0.8%
8= 2 0.4%
ad 2 0.4%
kel 531 100.0%
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A 719do] 476
o] 471(0.8%), 24

ol Aot
[® 4-2] JEHES 7| B 57 d
TE H &% AAE #tS# ECE A
71g=7h) 476 45 4 6 531
B2 (%) 89.6% 8.5% 0.8% 1.1% 100.0%
3. MEAUEY HE

AHEE HH

Aol 9271(17.3%), 2000 ©]F
3 o]F 2010 o] A 7o) 907H(16.9%), 20103 ©]
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251 HdEBES 80 H9

22 1.1 HEEOF A|AH 7w ol 22
7h HEQIAHOF AJAR i

=%, W, SYERE YEYD, UEADL AUz )
E L ARRE BEL S, FEsh AAA
W, A2EA, dolE $A4, 9% 2P 59 B WAUES B8 4

HEYZ H AFe=s 43y, UHMEY= B3y, UM,
NGFW 5), YA A2(PS), DDoS AFTA|2=®Hl,  7HAETHVPN),
HEY Z HIZAANAO, 4 WEYZ Bl R OHEsh7t A+

3} (WAF: Web Application Firewal)S W E<S| = Wiy &g
OWASP(Open Web Application Security Project) Topl0, =7}4X.<e]
8t ¢ HeFH, YHlolA fwix T oS FEe ¢ 7Nk A R F3)
Efg S AAE ZAEt A st aideteE ¢ o EEiAlold HeF &£F

s =
YESA W3S HESA AW F) 729 HE4HE
Aedlal 2o QR PorRE Sos FH =2
2A UYH UEILE BHEsts B 01:]!
T HH}IA 2R(UTM: Unified Threat Management)< U% gl o

Z] L /\]
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2H(IPS: Intrusion Prevention System)< WEQ A 3|3l
A 21U A (Signature) & ol AojFo =M HIFAFZH E

7le B £F44

Wol el wsty oy HAFAA LMD 28 HY
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oMYA BE BHE HR FEL ATOE GAF] w23
AGozA A7k AN WNE FAY 5 AL
Agl 9 WEAD Ao T chepe FEle] P9 BT WA
A, B4 F g wud A A9 UEAD 9FS A
A Asdolda & F US
SR E

Ea
DDoS A}hA| 2=H] & 2
DDoS(DDoS: Distributed Denial of Service, 4} 2
A EFHOE, o] AFL HFCE FHE ERIE
FEHT AFEE Ads] dejFo24 Bt UE T 7H847 <t
AAE FAFH, T AHl 2 &GS BFste o 5 2

73 A TH(VPN: Virtual Private Network) QBT =
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X
-
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i oh
rlr
e ©
AU
X
-0,
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o rir oo

2 dxEZ (Extranet)ol Y H

fill(Intranet) 18|31 olF AMBAEY AT AAH E(Secure

e = Sk oy
m ot & Ho
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Remote Access)ol VPN-< ©] 833l S&.

HESY T HIA o (NAC: Network Access Control)= UES Zo H
st HETEe Hekde AASE & e He JIZEE, si7tEA %
Av fevteld 2 5 GAHFAEd AEE PC B REL, BHld @]
SOl A HE A HEHE S XA or Ads] Al2H dAE
Hoshe HF 749

T Y EQ I (Wireless Network) Hebolght FH (IS ol &3t &
A UESIA AolAe 1%, 71 ud 9 Holy ¢33t 5& T3 ¥

2 B5sh7] 9 Bk 344

FEEE 2HA ALsE FUEYDS IF 2 UyRe FelEZ
) EFRIFW)CE FE3t 2 S Aoz F o=
FE WiEEE BRoste 24, 74020 met 443 29 7 Y
UELTE AHgste =84 diEg 328 7JPESYZ, 7 3ES
o] §3te =4 By WHoE FEL F U5

AHE & 7Hde] §le AFSAE 3, golHey Eu 9 AA &
83172 =2 A3ste] BEslE AR B A ~EL

A" Be AEoRE AsEATEACCEIY P, otHIE/
Al oS, 2WAg EF4H, B-&Y A AlSecure Operating System),
APT t]-g, =utY Hel A=¥xRIE ©x g g-&(EDR), @A s

>
s

=

o] o)l o

A H .

NaEHEEAE MESD, A, IT Azeh ¢4 Axdloze] e P
B A4Ae A2, 4 RUHY, 2% A% 5 FHE 6ol &
FHY.

NZRRTEAE A2 AW ol9lo] AzEle] AT ZbehT

g;l\
A2 HOALI TRl URAe] off AR fF U 9Wz Fof 73
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P2P Off-Line<
TIE(FET)
AROIE A 71, AdEtH 239 A Vs 5 AR fEe Eds)
g 7150l A+

I/ WANO] S  Hlole2(virus), H(worm), EZEo]EHKtrojan
horse), Z=3}o|¢l|of(spyware) ot 22 ZHZ ] A3 A(AAE)ol 25

E, A" Tt FEj= Azt AoE T8l AL 5 3

m

N
ojfl
M,

°
URL, A& U8, tiFds o5
AAFstaL R12jsto] apdsh= Kok SR,

X EE-F A A (Secure Operating System)w= FAFFE] 9 A BY A3
o2 st A 7Hsd 4F A C=NE A='E HEshr] s 71E2
=g AAOS) Holl BeE 750l F7He & AA Y.

Aue] B Al2E H AR A2 BEAtel] ofjk ARk @ AR, A
S2ke] A% W AR A 58, &8 Z2I9 HIE 48T FHo=HEH
B3 o] 87%H= &9 AAL.

APT(APT: Advanced persistent Threat, A&s3A&HFA)UH-S EFAH
APTEAC thgat7] #13F Hek A28, APTE o|=7F #93 ©

S
AN E= PN FE AL Y, B Aelut Tk, FF
=
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e

(FEZF Foig MAFRGDY] T) Aul(=2nt

4 o9, mhkd W7, matd AAsiE 5) gl BT s Al
g2 34, AR frE 5)o=5EH HEsr] 93 Bl £F4Y

A=zJQE &2 g t)-S(EDR: Endpoint Detection and Response) &FA
2 HEsd ol A e IHIEE Fohle Wil P AlF oA
FEv 7]E blolgj 2t |FH Wale] Fopd = gle AT AMA AAISE
I olF AdEhe KBk £FA44
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71E Walo]l A9IY, BRES 27 EUEHITY, EDRS T2 o]
= BASL #TE o e A s | B ARAHE S ¢ 3

= Aol =

H Aol 5 AF Hl HF=o] AeE spstHAM, AR Ao
4 AErte2E olE AAEIZE HA fdobAlal XstE HokYoR 1
b BAE TEshs AR FousiAEA ¢ e = = EDRE
ool AAIL U=

A= YsE Fafj3 7

3}

OxAEZe= =9 54 3 75 BAS A 71e4, #4 o, Ul
ZIER RS e AL Adshs 7 e AEehs ARESE A2E.
ZR=AHHFE WA HES] AFOoE2= D EOP/DBOPE, HQHSB, ¢
A2 A=t 2] (DRM), DLP(A E9] SDLP, &=DLP 5)7}F 9l+.
DBRSHHZTEAN)S Holeulo]2~ B HolH 101* Ulel A= dlele &
WA @2 WA, v, =F B RS DYNT= ARIoRRE B
b EFAelH, DBYT= HolE e AA vlgs VA e A

Hol & F Ql=E 27 10P7l HOH delHE %*ii‘rﬁ‘}% Heb &R
A o

4, 4 A dolel HEE 8 A Fol e AUSHE nY AESe)
2= 19 4

A= Fl§ vl oz HF AEZH= H/W, /W= 74 He=3
A g A2 2 (DRM: Digital Rights Management)= 1< 53l %55
= 4% HAE SRz A4 et B EA WAE A7 B EFA.

g w3 T Ei) AvEs A9 e oo By B
g ZH2E mEsp] 9% 20w, B wyoy ukAl d&nte
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= dgol] ofHr] wiEol AF ©E Hus ARdel EAd S dets) A 9
ANM W& = A

SAE EB7FH 7 A4

DRM AFE2 A AZESo)e} AR 2 11%0 &80 a3 37]4]
AFEo] 4.

HE$] = DLP(DLP: Data Loss Prevention, Hl°|EfZWA))& AHEAFY] AL
o] e A, YR I, HAo T B3I UEYIE o8 HARFES
'l = F(Content-Aware)oll Al Z= HE EFA4A. AUl Z4F &4
(SMTP, HTTP/HTTPs, S12EIE w2, 98tE, SNS 5)¢ 53 f&5s

el Wge BAs, Bl tet Fad.

o] JR{FEE 7= FF(Content-Aware)o| A TH= BeoE &R wd

/RS AFoezes JAJSEFAOTP =3hH, IW7178=
o

(PKD, B33 T (EAM)/ A = AFR1-2(SSO), 54 A A A2 (IM/IAM),

ARJINZEEMOTP ZFHE 2118 Hole A2e g2 =s A4
HOE £RHQ. WAYEE W AFFOH Yl H2YE w9
Sk

AT AT

!
A

oL
ol

M
e

BN

(PKL: Public Key Infrastructure)s= AA|2] 2¥atel 3717

- 107 -



& X3t AREA FN7) AR 3 AAo]| tig vlojE e} o] AAE
3 AR AR, A2/, A, A7) == Bdd Gueze) i
2 Aol ARY 4 9L

TN FE 7N|E JFJAZA, BAMu|zoA ddHom HQg v
24, #24, A5, FIEA 7l 2 AZA 75 AF3H= Application
AlF9] Hlolg Kk 7]&s Wik

Z2](EAM: Extranet Access Management)= UEZHl, d=Eej
Ayt SEpolAE/ A oA Ao HE JASH olF 7o m A

o

=
WE AT AR Fol, VYR Y AF B £7A
1

_

_‘,1]_7}‘ 01.9_
A ZAFRI2(SSO: Single Sign-on)2 ©] 7
2 g2 AHgAHE(D) HIUHEE %as}

A A zElg she] A2BIAHE AMSE & JEE sk 549
AR} AARADNE 0] 83517 9E) e, AEF = gy B
of H&d wuith DS} A= 747 e AAs)of st HAZES S
[e]

Rom AREALe] HEE AAH oz Fdle vdz AT AESTHAY.

FEABHZIM:  Identity Management/IAM: Identity and Access
Management)= ID9} W2 =S FFA o2 Al F= AL 7N AR
2 AR Ay £FAY ID =80y EA = QIg HeE Abarof] thHlste] R
b A AN A= AHEA G WE AR BEE, ARSAAE Al s
Ao tigk AA B 7lee AT

Ee A 2E A Apdel His) 2-71d W) AR dEA s AT
Aol 4= 9lof, & WMol D9} HA9= QJFoz thFe Alxwlel H&ET
T UEF GSARIZES0)0I D wet A AdkE AHSH o= Fojshe

dreEzy HITBYEAM)E 3 £= BAG A9,
Az A N0l wel FRAJSAAEE AXHHA Tt IS B

o] Zpgutal Q1% 1 FolAME MY AS(FIDO, DID, IDoT)

= Hl2lo| A Hloju} thekslk WAooz Al Q=L YT S

FIDO(Fast IDentity Online)v= 22k%1 7oA IDU HIFEHE §lo] 719
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Hio] 2 ARE T3k AARIA Ves &8st Boh #esiar hdskA 7l
AS5S Y3t W2, DID(Decentralized IDentifiers)= ©5d3st 249
ID 15 AAE ZahH, 7iQ] i A8 BRE T A AU 54 71H
o] #E3tA &= Zlo] A ]D} IDOT(AHE A%, Identity of Things)= <l
HYl o]&5 fldl AHEEC] ABS Foit= A o] Alsdr: #2 Al
S ASHE oT 71719 UEL A HZE + A= Faoly &9 FHFE
U Z2O3e o R sk Bk AjolA FEH] AERIEU 5 UEY
A7F dAE @ES kge AlelHEAc] FTeHA T4l HA R4
AU+

Of. HOLRIE| A|A® Ffu

] SAVEYZ 9 A=H, S840 & BHS
3l7] 913 g 7%e z2tE AFoE HeE AMujxe WAYUZ A
Ao, AA 75, B #d AR Eu| YT, HF #H o|HlES] B

o1 7%, A7k AHEAe] H2dEd #Y Vs F

Beb #El AFORE FHRADVAAZEGCEM, @B 2E
(TMS), =] A2 A| 2=EI(PMS), W 2 H ﬂrﬂl/\l*ﬁ‘ 29y 2 &
/\4/\])\91 _7}401:7(-] E@' /\]‘_)_\_E‘ﬂ q;qf%j _,j_ /\])\Eﬂo] 0/10

FHEJAAA2EISIEM: Security Information and Event Management)

o W, AYYANZE, TPIAET 5 4E BN A B FeA s
% of ERHOE LYY 7 UEF S BYBIWY EFAY,

sHHE FEAA Hojy Az’ A BE(SMS:  System
Management System), & A 2=EI(NMS: Network Management System)
s Z1dEIAYA 2R A7EA] - AEE AL -
7R ZIdEe] AR HE 7Fe EAEFA AA wE TF
73

4, AUGHE FY 5 oM, €74 1 45 AFS 5 WEY ol
E

A s gl 8 F %
2 bl o Fe B2, AA FRFAASC] U@ Bk ANS FUY
S otk Aol 9le. 5 9nE AMoR YEYIF WANYE o]
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% Bebgu|(gsld, DS, IPS, VPN 5)9 HEH I Aul(AMH, 29H 5)

=
=
2 eYstn BUY 5 YRS AU F= EFM0lP

S35 HEA O
I
912 A

2EI(TMS: Threat Management System)2 =1 ¢]
Ec, Ad 249 vESZ ERY 2 54 I
5o Aol FAS oSt A

ﬂllm B
o> 2

}37

Y

I

(i
8 & o

ol

TEAE Ued F e AAAJ] AdwA # us EFAY.

) x| A2 A 2~F(PMS, Patch Management System)- A|2:El19] HQE FoFH
= Hesly] flste] vlazss Het WA ddS M Asoer dA, &
g3l F+= £FAY.

Het x| o) m AR Q] Y 5 = AT AME <gstr] sl
A AAE dast] AAE FEsAY, BoA AR or A ¢ =S
ek d-nkolEl: 5 AbolH fdol iRt E3F]l sjAA S sz AA
Ho] FF7IHE FHOE o] FakEa S

By g EFHAES AR EAS qish] 9 ARE v g
ol AR Has) FATE A R S else de EFAY.

23] 3 B4A2EES AR, HEHIZR], oETAlA $o ITI=
gholl A A= g 208 AAREe R 3, A%, EUEE 9 £48=
5o A fs) AREAAE EFAY

Ad 4 AN2El2 dFE RFE, BHSA] @42 AZES 2%,
g9 XE 22 AFE A" 43 HAGHES B8] flsl AHEE o
A Bk EFAY

T8 zdd A2EHS HR7)7]) Yo A" tRg 282 Had 247}
3l7] Y3l ARE 43, B, BA B3] Y3 AHEEHIAE Bk
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P_OW%HFJ Aﬂﬂ]/\i—% AERE HIHAZASONSMS/CC &), At =
Bojaf 7, MAARBSHALY, ARIANHFEARGFESHA ALY 5), 7|E
ROFAME(Z|HEE S, HOlS] £3ho] L

HARRF H7h/AZ(1SO, ISMS, CC %) d
YAAZE AEES SHAA HARAE FTst= Al
HES o] g A& As Bssjord A
AT A FEATI= Aol FH Q.

rlo

BN

N

b

AERS A A (Information Security Management System)@h ZZ]
of A% o HRESE AFetr] s BA L 22 & F ?
e, A T3, AR B 5o AERS AgAFES T
R Eo] f7]8os BT 73, £3H= AAA. 74 =3
ISMS 752 Sl BEfsta e ZAERARNe] 7dAd-F2448 71848 e
F3te], Bt} 8o aAe Mo g ®BG %E%g B35}

CC(CC: Common Criteria, 33537171 2)ASAE= W
MES FRESA~ES FAZEQ 15015408 B 15018045 =
Hebsol that A ASEES BSFOEZN ARRAEC] HAlsta
BERESANZE S AET F =S X

Ak 2 o AvF e s A
iR HELZZA 2A 77 AMgshe A siA7IH 2 =75 ©]-835k
UESRZ, A 2 & T2 HHE T8l AR AN2goge H&E
7Fe/d < Z1estE ‘Ethical Hacking’l. 23S Fall AH, UES 7,

AEHoz

ZE A0l el EAsE HASdHEe A TATo=A A9
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2
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o
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BHA 2o tig &9 2 #gE AEHOE oF 4/ (outsourcing) &+
25 Al Al SLAAAE A 3659 24A13F AAZEO R ZHA 8l &
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£ dZsta = DVRAAYE ¥4s HAEsta ARste MR BE
VGA(640x480)F sl =2 71HetS v

ol FE 7 HD 7Heh(asldE)e olgd=2a MR 71E &
S OUE ARSSHARE stdo] TEYEE HO Full HD (1080p)3l
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7 etol] ols HEYH IEAHEE A, ¥Yst= AAE DVR(Digital
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YA sol 234,
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ol AEHE ofdz= e I AEE yAE MzE Hdsta F4
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Aol ol CCTV, Access Control 52| 71AS AX|35le], o]4 ZHA|A|
E S8, AFE duA AE s 1" S AXH dHoE HY
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Ef. 7|EFELOF AH|A

A, B4 AR B T ARIRSo] AaEe] ATEE olgsiM Pzt
2 1DCS} 2 ol AP} 2k jRle] B 5ol R B B 5 =S AT
= A2} ERolm, Sl Helst BAD Al

o 2EE MH|A

F4-FECloud o] &2te] dd7|(HFH, A=FE )l HlolHE A
Astz] @ doleE AU 4" FSHFEHA ARZMA A A
H&Es719E 3tH A oY A& HolHE o8 F e AR2E T3
FHde Y B AFS AHAFRA AX o] ofd FHeEE F
A A a-sl= W2I(SECaaS@Security as a Service): &= 7|HF HQE B
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HEQ 3ot
e 841,298 38.0 15.1 46.9
A| AEIEHO}
P — 559,220 446 18.8 36.6
2T - =
gEEo HEREYUX|
A AE Tt ARE T 453,163 35.2 20.3 445
o o3 %I—§ ol_|§
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— O =
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Hardware 2,119 1,762 1,380 899 1,101 7,261 18.8%
88
1,952 1,227 881 574 421 5,055 13.1%
Software
TUel Y| 1608 1,382 1,474 686 544 5,694 14.8%
a7, A&
o 1,077 2,144 1,176 653 422 5472 14.2%
e
Wi,
— 1,840 1,712 1,867 860 614 6,893 17.9%
e
22|, 7|Et | 3,114 2,494 1,021 1,068 515 8,212 21.3%
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